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1. MACIIOPT TIPOT'PAMMBI YUEBHOM JIUCHUTLTAHBI

OCHOBBI CETEBBIX TEXHOJIOTHHU

1.1. Oobs1acTh NIPUMEHEHUA POTPAMMBI
HporpaMMa yqe6H0171 AUCHUIUIMHBL ABJIACTCA IIPOrpaMMbl  IIOATOTOBKH

CIenMaaucToB cpeanero 3seHa B cootBeTcTBUU ¢ PI'OC no cnenuanbHoctu CIIO

09.02.02 KomMrmbroTepHbIE CETH.

1.2. MecTO JUCUMILIMHBI B CTPYKTYpe MPOrpaMMbl MOATOTOBKH CIEHUAJIUCTOB

CpeaHero 3s€Ha:

JucuuniuHa BXOJIUT B npogecCrOHabHBIN ITUKII, pazaen
obmenpodeccHoHaTbHBIX JUCITUTUIHH.

1.3. Heau u 3aga4u JUCUMILIMHBI — TPe0OBaHHMS K pe3yJbTaTaM OCBOCHUS

JTUCHHUILIMHBI:

B pesynbrare 0CBOCHUS NUCIUILTUHBI O0YJaIONIHIACS JOKEH:
3HaTh!:
e amnmaparHoe 00ecIeYeHne ePCOHANTBHOTO KOMITBIOTEPA,

OTIEPALIMOHHBIE CUCTEMBI;

JBOWYHOE MPE/ICTaBICHUE JaHHBIX;

NPUHIIMITBI CBSI3H U OOMEH JTaHHBIMH B JIOKAJIBHON MPOBOTHON CETH;

YPOBHH JIOCTYIIa U pactipesesieHus B cetu Ethernet;

CTpyKTypa ceTd MHTepHET M HpUHIMIB OOMEHAa IaHHBIMH MEXIY Y3JIaMH B CETH

HNnTeprer;

CXEMBI IOJIKIIFOUEHUS K VIHTEepHEeTY Yuepe3 MOCTaBIIUKa YCIIYT;

cerebie ycrporictBa B NOC (Network Operations Center);

BU/JIbI, XapaKTEPUCTUKU U MAPKUPOBKY CETEBBIX KaOesel 1 KOHTAKTOB;

cereBylo anpecauuto. IP-agpeca m macku moncern. Tumbl IP-agpecoB m metoasl ux

nonyuenusi. DHCP;

MHOTOYpOBHEBYIO Mojielb OS| 1 ceTeBbIe TPOTOKOIIHI,

e OecrnpOBOIHBIC TEXHOJOTUH U JOKAJIbHBIE CETH;

e yrpo3bl 0€30MacHOCTH B JIOKAJIbHOM KOMIIBIOTEPHOW ceTh. MeTonbl aTak U IOJIMTHUKA
Oe3omacHocTH. MexcereBble HKpaHbl. Bompocbl 0e30macHOCTH, aKTyalbHbIE JUIS
IIPOBANCPOB;

® OCHOBHBIE CETEBBIE CIIY)KObl. APXUTEKTYpy KiueHT-cepBep. IP-cepBuCHl M NPUHIUIIBI

uX paboThl. DNeKTpoHHYIO mouty. Ciyx0y noMeHHBIX nMeH DNS;

apXUTEKTYpy U Bo3MOkHOCTH cuctembl Cisco 10S;

OCHOBHBIE ITPOTOKOJIBI MAPIIPYTH3AIHH;

cTpykTypy IP-anpecanus B JIBC;

tpaucisiuio agpecoB NAT u PAT,;

0azoBbie HacTpoiiku Mapmpyruzaropa Cisco ISR. Hacrpoiiky Cisco ISR B SDM, ¢

ucnons3oBanueM |0OS CLI;

0azoBble HacTpoiiku kommyratopa Cisco Catalyst 2960;

® MeXaHHM3MBI pe3epBHOTO KOMMPOBAHUS U aBAPUHHOTO BOCCTAHOBJICHHSI B CETH.

Ymern:
e BBIIOJHATh YCTAHOBKY NMEPCOHAJIBHOTO KOMIIBIOTEPA, BKJIIOYAs ONEPALMOHH YIO
cucTtemy, nHTepdeicHbIe IUIaThl U eprudepuiiHbIe YCTPOIICTBa;
® [IPOCKTUPOBATh U YCTAHABJIMBATL JOMAIIHIOK CETh WIM CETh MAJIOrO MPEANpPUATUA, A
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TakKe MOJKIIoUaTh ee K IHTepHeTY;,

®  BBINOJHATH POBEPKY M YCTPAHATH HEMOJAIKU CETH U MoAKIoueHus k UuTepuery;

e o0ecreunBaTh OOLIMIA JOCTYIl HECKOJBKMX KOMITBIOTEPOB K CETEBBIM pecypcam
(baitmam, mpuHTEpaM U 1p.);

® BBIIBIATH U YCTPAHATh YIpo3bl 0€30MaCHOCTH JOMAIIHEW JOKaJbHOM KOMITbIOTEPHOM
ceTH;

® HACTpauBaTh U MPOBEPSTH paCIPOCTpaHEeHHBbIC VIHTEpHET-TIPUIIOKEHUS,

e HacTpauBath 0a3oBbIe |IP-cepBuch pu momomu rpadudeckoro uarepdeiica OC;

e yCTaHaBJIMBATh M HACcTpauBaTh ycTpoiicTBa ¢ cucremoir Cisco IOS® st moaKIroueHus
k lHTepHeTY U K cepBepam, a TAaKXKe BBITIOJIHATh MTOUCK M YCTPAHEHHUE HETIOIA 0K,

® [IPOEKTHUPOBATH 0A30BYIO MPOBOJHYIO HHPPACTPYKTYPY AJIS MOAJIEPKKH CETEBOTO
Tpaduxka;

e obOecneunth noakiatoueHue k cett WAN ¢ ucrosnib30BaHHEM CEpBHUCOB
TEJIEKOMMYHHUKAIIMOHHBIX KOMITaHUH;

® BBIMONHITH AJCKBATHBIC MPOIEAYPHl BOCCTAHOBJICHHS IMPH aBAPUSIX U OCYIIECTBIISTH
pe3epBUpOBaHUE CEPBEPa;

® KOHTPOJHUPOBATH MPOU3BOIUTEIHHOCTH CETH U BBISIBIATH COOU;

® BBISIBIATH U YCTPAHSATh HEMOJAAKU C HCIOJIB30BAHHEM CTPYKTYPUPOBAHHOU
MHOTOYPOBHEBOU MPOLEAYPHI.

@DopMHPOBATH KOMIIETEHIINH:

OOume KOMIETEHIMN:

OK 1. IloHumarp CyniHOCTh U COIMANIbHYIO 3HAYMMOCTh CBOEH OyayIei nmpodeccun,

MPOSIBIISATH K HEH YCTOWYUBBIN MHTEpEC.

OK 2. Opranu3oBbIBaTh COOCTBEHHYIO JEATCILHOCTD, ONPEICIIATh METOIBI U CITOCOOBI

BBIMIOJTHEHUS TPOPECCUOHANBHBIX 3a/1a4, OIICHUBATh UX YPPEKTUBHOCTh U KAYECTBO.

OK 3. PemaTs mpo0JieMbl, OIICHUBATH PUCKU M PUHUMATh PEIICHUS B HECTAaHIaPTHBIX

CUTYallUsX.

OK 4. OcymiecTBiATh IOUCK, aHATHU3 U OLIEHKY WH(OpMAINH, HEOOXOIMMOM ITOCTAHOBKHU H

perieHus mpodecCuoHaNbHBIX 3a1a4, TPO(HECCHOHATBLHOTO U JIMYHOCTHOTO Pa3BUTHSL.

OK 5. Ucnonb3oBath HHOOPMAITMOHHO-KOMMYHHUKAIIMOHHBIE TEXHOJIOTHHU B

npodhecCuOHANBHOM NeSTeNbHOCTH.

OK 6. PaboTtatp B KOJUIEKTUBE U B KOMaHe, o0ecreunBarh €€ cruioueHue, 3ppeKTuBHO

001IaThCsl ¢ KOJUIETaMH, PYKOBOACTBOM, TOTPEOUTEISIMH.

OK 7. CtaBuUTbH 11e7TM, MOTHBUPOBATH JCSITCILHOCTD IO TMMHEHHBIX, OPTAHU30BBIBATH U

KOHTPOJIMPOBATh UX PabOTy ¢ MPUHITHEM Ha ce0si OTBETCTBEHHOCTH 32 Pe3yJIbTaT

BEBINIOJIHEHUS 3aJaHUH.

OK 8. CamocTOSITENEHO ONPEENSITh 3314l MPOPECCUOHANBHOTO U IMYHOCTHOTO Pa3BUTHUSA,

3aHUMAThCS caMo00pa30BaHUEM, OCO3HAHHO TNIAHMPOBATH TIOBHIIICHHE KBATH(HKAIIHH.

OK 9. BbITh TOTOBBIM K CMEHE TEXHOJOTHH B POGECCHOHATBHON ACSITENFHOCTH.

IIpodeccnoHaIbHBIC KOMIIETEHIIUN:

[1K 1.1. BeImoaHATE MPOSKTUPOBAHUE KaOETHbHOM CTPYKTYPhI KOMITBIOTEPHON CETH.

1K 1.2. OcymiecTBasTh BEIOOP TEXHOJIOTMH, HHCTPYMEHTAIBHBIX CPEACTB U CPEJICTB
BBIUMCIUTENbHON TEXHUKHU MPU OPraHU3alMH Mpoliecca pa3paboTKU U UCCIIEIOBAHUS
00BEKTOB IPOPECCHOHATBHON 1 TETbHOCTH.

1K 1.3. ObecnieunBaTh 3amUTy HHPOPMAIIUU B CETH C UCTIOIH30BAaHUEM ITPOTPAMMHO-
anmnapaTHbIX CPEICTB.

[1K 1.4. IlpuHuMaTh y4acTue B MPUEMO-CAATOUYHBIX UCIBITAHUSAX KOMITBIOTEPHBIX CETeH 1
CETEeBOT0 000PYZA0BAHMS Pa3IMYHOIO YPOBHS U B OI[EHKE KauyecTBa M SKOHOMUYECKOH

3¢ (PEKTUBHOCTH CETEBOM TOTOJIOTHH.

1K 1.5. BeimonusaTe TpeOOBaHUS HOPMATUBHO-TEXHUYECKOH IOKYMEHTALUN, UMETh OIBIT
0 OpMIIEHUS TPOEKTHOMN TOKYMEHTALIUH.




[1K 2.1. AAMUHUCTPHUPOBATH JIOKATbHBIE BEIYUCIUTEIHHBIC CETH U IPUHUMATH MEPHI 110
YCTpaHEHUIO BO3MOKHBIX COOEB.

[1K 2.2. AAMUHUCTPUPOBATDH CETEBbIE PECYPChl B MH(POPMAIIMOHHBIX CHCTEMaX.

I1K 2.3. O6ecrieunBath cOOp MaHHBIX JIJISl aHAIM3a UCIIOJIB30BAHUS U (DYHKITMOHUPOBAHUS
MPOTPaMMHO-TEXHIUYECKHUX CPEJICTB KOMITBIOTEPHBIX CETCH.

[1K 2.4. B3aumopeiicTBOBaTh CO CHEIHAINCTAMU CMEKHOTO MPoduiIs pu pa3padboTke
METO/IOB, CPEJICTB M TEXHOJIOTUI MPUMEHEHHS 0OBEKTOB MPOPECCHOHATBHOMN 1ATEIILHOCTH.
[1K 3.1. YcranaBnuBaTh, HACTpauBaTh, SKCIITyaTUPOBATh U OOCITYKHBATh TEXHUYECKHUE U
IPOrPaMMHO-AIAPATHRIE CPEACTBA KOMITBIOTEPHBIX CETEH.

I1K 3.2. IIpoBoauTs npoduiiakTHIeCKue paboThl Ha 00BEKTaX CETEBOM MHPPACTPYKTYPHI U
pabouyux CTaHIIHUSX.

1K 3.3. Dkcruryaramus CeTeBbIX KOHPUTYpAITHii.

[1K 3.4. YuacTBOBaTh B pa3pabOTKe CXEMBI MOCICaBAPUHHOTO BOCCTAHOBIICHUS
paboTOCIOCOOHOCTH KOMIIBIOTEPHOM CETH, BHIMOIHITH BOCCTAHOBIICHUE U PE3EPBHOE
KOMTUPOBaHUE MHPOPMAITHH.

I1K 3.5. Opranu3oBbIBaTh HHBEHTAPHU3AIIUIO TEXHUUECKUX CPEJICTB CETEBOM
UHPPACTPYKTYPHI, OCYIIECTBIATH KOHTPOJIb MMOCTYNUBIIETO U3 PEMOHTA 000pYIOBaHHUS.
[1K 3.6. BInmonHATh 3aMEeHY pacXOoIHBIX MaTepUATIOB U MEJIKHI peMOHT niepudepuitHOro
000pyI0BaHUS, ONPEACISATH yCTapeBIee 000pyA0BaHHIE U IPOTPAMMHBIE CPE/ICTBA CETEBOM

UHOPACTPYKTYPHI

1.4. Kosim4ecTBO 4aCOB HA OCBOEHHE MPOrPaMMbl JUCHMILIIIHHbI:

MaKCHUMaJIbHON y4eOHOU Harpy3ku oOyyaromerocst 96 yacoB, B TOM 4uCIe:
00s13aTeNpHOM ayIUTOPHOI yueOHOM Harpy3ku oOydaromierocsi 64 yaca,
CaMOCTOSITEIILHOM paboThl 00yJaromierocs 32 yaca.



2. CTPYKTYPA U COJAEPKAHUE YUEBHOM JIUCIUTLIAHBI

2.1. O0bem yueOHOH JUCHUNIMHBI U BU/bI Y4eOHOH padoThl

Bua y4eOHoii padoTsl

O0bem

yacoB/3a4.el.

MakcuMmanbHasi yueOHasi HArpy3ka (Bcero) 96/2.67
Oo0s13aTeIbHAS aYAUTOPHAS y4eOHAasi HATPY3Ka (BCero) 64/1,78
B TOM YHCJIE:

71a00paTOPHBIE 3aHATHS

MPAKTUYECKHE 3aHATHUS 20

KOHTPOJIBHBIE paOOTHI -
CamocTosiTeJibHasi padoTa 00y4Jaromerocsi (Bcero) 32

IIpomexxyTouHas arrectanus B (popme

DK3aMeH




2.2. TemaTH4YeCKHUil IUVIAH U COJePKAHNE YUeOHOI TUCIUIINHBI

OCHOBBI CETEBBIX TEXHOJIOTHI

HaumenoBanue Coaepixanue yueOHOro MaTepuasa, JabopaTopHble M NpaKTHYeCKHe padoThl, O0Bbem Yposenn
pa3/iesioB U TeEM CaMoOCTOsITe/IbHAsI padoTa 00y4aroIMXcst yacoB/3a4.ell. 0CBOCHUS
1 2 3 7}
Pasznea 1. Knaccudpukanus texumueckux cpeacrs unpopmaruzanuu (TCH). Hakonurenu 1aHHBIX.
Tema 1. | CoaepxkaHue yueOHOIr0 MaTepuaJia 2 2
Kuacenpukanus [ToHsiTHE BBIYMCITUTENBHBIX CETEU
BBIYUCIUTEIBHBIX
ceTeil.
Tema 2 Unrerpanus | Coaep:kanue yueOHOro MaTepuajia
nHpopmannonHoro | Murerpamnus nHGOPMAIMOHHOTO CepBHCa OJIb30BaTENIEH 2 1
cepBuca JlaGopaTropuas pa6ora : 3yuenue kommyratopa D-Link Des-3326S 2 2
noJib30BaTeJiei
CamocrosiTesibHast padoTa : paboTa co crenuaIbHON JUTePaTypOol, KOHCTIEKT 3 3
Tema 3. Conep:xxanue y4eOHOro MaTepuasa 4 L
Konunenmus Konnenius apXuTeKTypbl OTKPBITHIX CUCTEM KaK OCHOBA MOCTPOECHUsI IU(PPOBBIX ceTei
APXUTEKTYPHbI uHTerpaibHoro oocnyxusanus (ISDN).
OTKPBITBHIX CHCTEM
KaK OCHOBa
NOCTPOCHUS
nudpoBeIX cereit
HHTEerpajbHOIo
00CTy>KNBaAHUS
(ISDN).
Tema 4 OcnoBHble | CoaepikaHue y4eOHOI0 MaTepuaJa 2 1
Tanbl noctpoennsi | OCHOBHBIE 3TaNbl IOCTPOCHUS CETEH.
cereil. CamocrosiTesibHas padoTa: paboTa co CelHaabHON JTUTepaTypoid, KOHCIIEKT 3 3
Tema 5. Uepapxus | Coaep:kaHue y4eOHOro MaTepuasa 2 1
Mmozeseii npoueccoB | Mepapxus mozenei nponeccoB B ceTsix. ATM-TexHoorusl.
B ceTsax. ATM- JlaGopaTtopuas padora : [Toakmouenne kommyratopa D-Link Des-3326S k WEB-unTepeiicy, 4 2
TEXHOJIOI'Usl. npucBoenue [P-anpecos.
CamMocTosiTe1bHasi padoTa : paboTa co cenuaibHON JTUTepaTypoid, KOHCIIEKT 3 3
Tema 6 | Conep:xxanue yueOHOro maTepuaJja 2 1

Anpecanuss B IP-

ceTsx. THunel
aJpecoB cTeKa
TCP/P. Kaaccenl

Anpecanus B IP-cersix. Tumbt anpecos crexka TCP/IP. Knaccsr [P-anpecos.




IP-anpecos.

Tema 7. Ananus | Coaepxanue y4eOHOIo MaTepuasa 2
u CUHTe3 | AHAJIN3 U CUHTE3 TONOJOTNYECKOU CTPYKTYPhl MATUCTPAJIBLHOM U JTOKAJILHOU CETH.

TONOJOTHYEeCKOM JlaGopaTopHas padora : ObecnieueHre 6ecrpoBOIHOM CBA3H ¢ 0OBEKTOM B IIpeeiax 4
CTPYKTYPHI MIOMEUICHHUS.

MATHCTPAJIbHONH W

JIOKAJIbHOM CeTH. CamocrosiTesibHas paGora : paboTa co crienuaibHOU JIUTEPaTypoi, KOHCIIEKT, COOOIIEHHE 4

Tema 8 | Conepxanune y4eOHOro MmaTepuaJia 4
OToOpaxenue OTtoOpakenue nomeHHbIX UMeH Ha [P-agpeca. OToOpaskenue [P-agpecoB Ha oKanbHBIE aipeca
JAOMEHHBIX UMeH Ha
IP-anpeca.

OTtobpaxxenue IP-
ajpecoB Ha
JIOKAJIbHBIE aJpeca.

Tema 9. | Conep:xanue yueOHOIro MaTepHuaJa 2
AJIMMHHCTPATUBHOE | AJIIMUHHUCTPATUBHOE U ONIEPATUBHOE YIIPABIIEHUE CETHIO.

" onepaTuBHOE
ylpaBJieHHe CeThI0.

Tema 10. | Conepxanue y4eOHOro MmaTepuaJia 4
Ynpasienue VYnpasiieHue pexumMamMi KOMMYTaIK. AJJanTUBHAsE KOMMYTAIHsl.
pe:XKMMaMu CamocrosiTesibHas padoTa : paboTa co CrenuaabHOM JIUTepaTypoil, KOHCIIEKT, COOOIIEHUE 5)
KOMMYTAalUH.

AanTUBHAA

KOMMYTalusl.

Tema 11 Conep:xanue y4eOHOro MaTepuaJjia 2
Ynpasiienue VYnpasienue 0OMeHOM HH(GOpPMAIMU B CETHX.

00MeHOM JlaGopaTopnas padora : Pabora B jokanpHOM cetn ObecrieueHne 6€30macHOCTH. 2
HH(pOpMALNH B CamocTosiTe1bHasi padoTa : paboTa co cenuaibHON TUTepaTypoid, KOHCIIEKT 2
ceTsiX.

Tema 12. | Conepxkanue yueOHOro MarepuaJjia 4
AnanTuBHas AnantuBHas Mapupytuzanus. OyHKIUH, CTPYKTYpa U TUIlbl rnobdanbHeix cereil. UDC Ha
MapuIIpyTU3anus. OCHOBE BBIJICJICHHBIX KaHAJIOB.

DyHKIUH,

CTPYKTYpa M THIIbI
IJ100AJIbHBIX CEeTeli.
UDC mHa ocHoBe




BbIJIC€JICHHBIX

KaHAJIOB.

Tema 13. | Conepkanue yueOHOro MaTepuaJjia 4
I'no6anbHble cBsi3u | [1100anbpHBIE CBSA3M HA OCHOBE CeTel ¢ KOMMYyTalMel kaHanoB. KoMmbioTepHbie Ti00anbHbIe
HA OCHOBe ceTeill ¢ | CETH C KOMMYyTalMeH TaKeTOB.
KOMMYTAanuei JlaGopaTopuas padora : OcyiiectieHue TeiaedoHHol cBsa3u ¢ momoribto IP-renedona D-Link 4
KAaHAJIOB. DPH.
KomnbrorepHsbie
riaodanbHbie ceTd ¢ | CaMocTosiTe/ibHAsi padoTa : paboTa Co CreHUaTbHON JIUTePaTypoil, KOHCIIEKT , pedepar 6
KOMMYTalue
NAaKeTOoB.

Tema 14. | Conepxxanue y4eOHOro MaTepuasa 4
APXHTEKTYpa y3JI0B | ApXUTEKTYypa y3JI0B yIpasieHus u komMmytauuu ISDN.
ynpasJieHus /|
kommyTanuu ISDN.

Tema 15. | Conepxxanue y4eOHOTr0o MaTepuasa 2
Iakersr B ISDN. | ITakets! B ISDN. Ouenka 3¢ (heKTHBHOCTH CETEH.
Ouenka
3¢ dexkTUBHOCTH
ceTeil.

Tema 16 | Conepxxanue yueOHOIro MaTepuaa 2
IlepcnekTUBBI Iepcnextussl passutus ISDN. [llupokomnonocHsie B-ISDN
Pa3sBHUTHA ISDN. | JIabopaTopuas pagora : Coznanue BuaeocBs3u Ha 6ase BuneoponosD-Link BMC-1000H.323. 4
IIupokonoyocunie | CamocTosiTe/IbHAsI padoTa : padoTa co CIeHUATbHON JINTEPATYPOil, KOHCIEKT , ITOJTOTOBKA K 6
B-ISDN. 9K3aMEHY

96
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3. YCJI0OBUSA PEAJIMBALIUUA ITPOT'PAMMBI INCHUIIJIMHBI

3.1. TpeboBaHusi K MUHMMAJbHOMY MATEPHAJIbLHO-TEXHUYECKOMY 00eCledeHUIo

Peanuzammst  mporpamMMbl  TUCHUIUIMHBI  TpeOyeT  Hanmmuusa  jgabopaTopuu
BBIYHCIIUTEILHON TEXHUKH, apXUTEKTYPhI IEPCOHATLHOTO KOMIIBIOTEpA U TIEPUPEPHUITHBIX
YCTPOWCTB.

O6opynoBanue JabopaTopun U pabodnx MecT JabopaTopuu:

— IlepcoHanbHBIE KOMIIBIOTEPHI € BBIXOAOM B MIHTEpHET.

— Ilepudepuiinbie ycTpoiicTBa — ckanep, npunrep, konup, DVD-ROM, konoHkw,
MUKpPO(OH, HAYITHUKH.

— Mopaenu KOHTPOJIEPOB MEepUPEPUNHBIX YCTPOUCTB, MAaKEThI MepUPEPURHBIX
YCTPOMCTB 7151 JTAOOPATOPHBIX padOT, KAPTPUIHKH JIJISI IPUHTEPOB U KOITUPOB.

— Onepanuonnsie cucrembl Windows 7, Windows Server 2008, Linux.

— TexHu4eckue cpeicTBa KOHTPOJIS 3HAHUHM (KOMIIBIOTEPHBIE TECTHI)

— DIeKTpOHHBIE YueOHbIE TOCOOUs, BUICODUIBMBI 110 TeMaM, (GIdII-aHUMAIHH
MIPUHITUTIOB paOOTHI OCHOBHBIX YCTPOMCTB

— Meronuueckue mocoous.

3.2. UndopMmanmonHoe obecnevyeHne o0yueHmst
Ilepeuensn peKOMeHyeMBbIX yueOHBIX U31aHMH, HNuTepHer-pecypcos,
JAOTOJIHUTEJIbHOM JINTEePaTyphbl

1. MakcumoB H. B. Komnberotepusie cetu : yueb. nmocodue / H.B. Makcumos, 1.U.
[ToroB. — 6-¢ u3n., nmepepad. u gon. — M. : DOPYM : UHOPA-M, 2017. — 464 c. //
Pexxum nocrtyna: http://znanium.com/catalog.php. Jns CI1O

2. Ky3un A. B. Komnbsiorepnsie cetu : yueb. mocodue / A.B. Ky3un, J[.A. Ky3un. —
4-¢ uzn., nepepadb. u gon. — M. : ®OPYM : UHOPA-M, 2017. — 190 c. // Pexum
nocryna: http://znanium.com/catalog.php. Jdns CITO

3. Ucauenko O. B. [IporpammHoe oOecrieueHne KOMITBIOTEPHBIX CeTel : yueo.
nocobue / O.B. Ucauenko. — M. : UHOPA-M, 2017. — 117 c. // Pexxum pocrymna:
http://znanium.com/catalog.php. dis CI1O
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4. KOHTPOJIb U OIIEHKA PE3YJIBTATOB OCBOEHUA JUCIHUIIJIMHBI

Kontpons wu

OLICHKa  Pe3yJIbTaTOB

OCBOCHHUSI  Y4eOHOH  JTUCIUTLITAHBI

OCYHICCTBIIACTCA

IIpernojaBaTesieM B IIPOLECCE NPOBEACHUS IPAKTUUECKUX 3aHATUI, TECTUPOBAHUS, a TAKXKE BBIIIOJHEHUS
00y4aroIMUMUCs UHIUBUYalbHbIX 3aJJaHUI U IPOMEXXYTOUHOM aTTecTalleH.
MeToap! KOHTPOJIS HApaBJIEHbI HA MPOBEPKY 00yUYaIOMIUXCS:
v/ — BBITIOJIHATH YCIIOBHS 3/IaHUS HA TBOPYECKOM YPOBHE C MPEJICTABICHHEM COOCTBEHHOM MO3UIIUH;

v\ — Jlenath 0CO3HAHHEIH BEIOOP CIIOCOOOB AEHCTBUI U3 PaHEe U3BECTHLIX;

v

—OCYIICCTBIIATDb
npeajiaracMbIxX 3aHaHHﬁ;

KOPPEKIHI0  (MCTpaBIICHHE)

CACITIaHHBIX omu0OOK Ha

v/ — paboTarh B IPYIIIE U PEACTABIATH KAK CBOIO, TAK M HO3UIIUIO TPYIIIIEI

Pe3ysabTarnl 00yyeHus

(OCBOGHHLIe yYmeHusi, yCBOCHHLIC 31-[3]-[1/[5[)

®opMBbI M METOAbI KOHTPOJIS ¥ OLlEeHKH
pe3yJabTaToB 00y4eHHsl

3Hanus

arnmapaTHoe obecrieueHue
MEPCOHAIBHOTO KOMITBIOTEPA,;
OTIEPALIIOHHBIE CUCTEMBI,

JIBOMYHOE TPEJICTABICHUE JAHHBIX
MIPUHIUIIBI CBSI3M U OOMEH JaHHBIMHU
B JIOKAJIbHOW MPOBOJHOM CETH;
YPOBHU JOCTyIa U pacrpeieseHus: B
ceru Ethernet;

cTpykTtypa cetu  HHTepHer wu
MIPUHIIAITBI OOMEHA JaHHBIMH MEXTY
y3namu B cetu MIHTEpHET;

CXeMbl mojkiItoueHuss Kk HHTepHeTy
yepes3 MOCTaBIIKKa YCIIYT;
CEeTeBbIE  YCTpPOWCTBA B
(Network Operations Center);
BU/IBI, XapaKTEepUCTUKHU u
MapKUpOBKY CETEeBBIX Kalenei u
KOHTAaKTOB;

ceTeByto anpecanuto. IP-ampeca wu
Macku mojcetu. Tumbl IP-anpecoB u
MeTo b1 ux rorydenus. DHCP;
MHOTOypoBHeBYI0 Mozaens OS| u
CETEBbIE IIPOTOKOJIBI;

OecrpoBOIHBIC TEXHOJIOTUHU u
JIOKaJIbHBIE CETH,

yrpo3sl 0€30MacCHOCTH B JIOKAIBHOMN
KOMIIBIOTEPHOM ceTh. MeToasl aTtak
u MOJIUTHKA 0€30MacHOCTH.
MexcereBble  3KpaHbl.  Bompocsl
0€30macHOCTH,  aKTyaJbHBIE  JUJIS
IIPOBANIEPOB;

OCHOBHbIE CEeTeBbIE CITYXOBI.
ApxuTeKkTypy KiMeHT-cepep. |IP-
CEPBUCHI M TPHUHIUIIBI UX PAOOTHI.
OnekTpoHHyl0  mouty.  CuyxOy

NOC

3amura 1abopaTOpHBIX paboT
YcTHBIE OTBETHI HA BOTIPOCHI.

PelTuHr TEOpeTMYECKHX 3HAHUW IO
JVCLUTUIAHE.

[IpoBepka caMOCTOATENBHBIX PadOT
[IpomexxyTouHast arrectanuss B Qopme
JK3aMeHa

HOBOM  ypOBHE
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Pe3yabTarsl 00yyeHus

(0OCBOCHHBbIE YMEHMNSI, YCBOCHHbIE 3HAHWS)

®opMBbI U METOAbI KOHTPOJIS ¥ OLleHKH
pe3yJabTaToOB 00y4eHHsI

nomeHHbIX uMeH DNS;

ApXHUTEKTYPY u BO3MOKHOCTHU
cucremsl Cisco 10S;

OCHOBHBIE IIPOTOKOJIBI
MapIIpyTU3aliH;

ctpykrypy IP-anpecanus B JIBC,
tpancisiuto agpecoB NAT u PAT,
0a3oBbIE HACTpOMKHU
MapHIpyTH3aTopa Cisco ISR.
Hacrpoiiky Cisco ISR B SDM, ¢
ncnoap3zosanuem 10OS CLI;

0a30BbIC HACTPOUKH KOMMYTaTtopa
Cisco Catalyst 2960;

MEXaHU3MBbI pE3EepPBHOTO
KOIHUPOBAHUS u aBapHITHOTO
BOCCTAHOBJICHUS B CCTH.

YMmenusn

BBINOJIHATh YCTaHOBKY
IIEPCOHAIIBHOIO KOMIIBIOTEPA,
BKJIIOYasi OIEPALMOHHYIO CUCTEMY,
uHTep(eiicHbIe MIaThl U
nepugepuiiible yCTpOCTBa;
IIPOEKTUPOBATh M YCTAHABIUBATh
JOMAalIHIOK CETh WIHM CETh MaJIoro
MPEANpPUATHS, a TAKXKE [TOJKII0YaTh
ee k MHTepHery;

BBINOJIHATH POBEPKY U YCTPAHATD
HEMNOJIAJK! CETH U MOJKIIIOUEHUS K
HHurepHery;

oOecnieunBaTh OOLIMI JOCTYII
HECKOJIbKUX KOMIIBIOTEPOB K
ceTeBbIM pecypcam (Gaiinam,
MIpUHTEpaM U JIp.);

BBISIBJISITh U YCTPAHATh YI'PO3bI
0€e30MmacHOCTH JOMAaIlIHEH
JIOKaJIbHON KOMIIBIOTEPHOM CETH,
HACTpauBaTh U MPOBEPSTH
pacnpoctpaneHHbie MTHTEepHET-
MIPUJIOKEHHUS;

HacTpauBath 06a3oBble |IP-cepBuCHI
P MOMOIIY TpaUyecKoro
untepdeiica OC;

yCTaHaBIIMBATh U HAaCTpauBaTh
ycTpoiicta ¢ cuctemoit Cisco I0S®
Tl oJIKJItoueHus K IHTepHeTy u
cepBepam, a Tak)Ke BBIMOIHITH MOUCK
U YCTPAaHEHUE HENOJIAOK;
MPOEKTUPOBaTh 0a30BYI0 MPOBOAHYIO
MHQPACTPYKTYPY VIS MOANEPKKU

13



Pe3yabTarsl 00yyeHus

(0OCBOCHHBbIE YMEHMNSI, YCBOCHHbIE 3HAHWS)

®opMBbI U METOAbI KOHTPOJIS ¥ OLleHKH
pe3yJabTaToOB 00y4eHHsI

ceTeBoro Tpaduka,

00ecreunuTh MOAKIIOYEHUE K CETH
WAN c ucrnonb30BaHHEM CEPBUCOB
TEJICKOMMYHUKALIMOHHBIX KOMITAHUH;
BBITNIOJIHATH aJICKBaTHBIE MPOLIEYpPhI
BOCCTAQHOBJICHUS TIPU aBaApUAX U
OCYILIECTBIISITh PE3ePBUPOBAHHE
cepsepa,

KOHTPOJIMPOBATh
MIPOU3BOJUTEIILHOCTD CETU U
BBISIBIATEL COOH;

BBISIBIISITH M YCTPAHSATh HEMOJIAIKU
C HCHOJIb30BaHUEM
CTPYKTYPUPOBAHHOU
MHOTOYPOBHEBOM MPOLEAYPHI.

14



6.1. Bonpochl K IK3aMeHy

RO ~NoORwNE

0.
1.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,

[lepcoHanbHble KOMIBIOTEPHI U IPUIIOKEHHUS.

JIBOM4HOE MpeJICTaB/ICHUE JaHHBIX.

KomnoneHTsI KoMIbIoTepa 1 nepudepuifHbie yCTpOHCTBA.
Br10op, ycTaHOBKa M 00CIIy’)KHBaHUE ONEPALIMOHHON CUCTEMBI.
[TpuHIUTIBI CBSI3U 1 OOMEH JTaHHBIMH B JIOKAJIBHOI MPOBOJAHOM CETH.
Co3nanue ypoBHs JlocTyna u pacnpezaeneHus B cetu Ethernet.
[InanupoBaHue CTPYKTYpPBI JOKAIBHOM CETH U MOJAKIIOYEHHUE YCTPOUCTB.
Ceresble ycTpoiictBa B NOC. Kabenu 1 KOHTaKTBhI.

[Ipokinanka kabeneit "Butast nmapa'.

IP-anpeca u Mmacku mojiceTy.

Tunsl [P-agpecos.

[Tonyuenue IP-agpecoB u ynpaBiieHUE UMH.

B3anmopeiicTBre KIIMEHTOB U CEPBEPOB.

[IpukiagHble MIPOTOKOJBI U CEPBUCHI.

MHoroypoBHeBast MOZIENb U IPOTOKOJIBI.

becnipoBoiHbIE JIOKAJIBHBIE CETH.

Ob6ecrieueHre 6€30MaCHOCTH OECITPOBOIHON JIOKATLHOM CETH.
Hactpolika uHTErpupoBaHHON TOUKH JIOCTYIA U OECIIPOBOAHOTO KJIMEHTA.
CereBble yrpo3bl.

Mertonr! aTak.

[TonuTuka 6€30MacHOCTH.

Hcnonb30BaHnEe MEXCETEBBIX SKPAHOB.

VYcrpanenue nmpo0sieM ¢ CeTsIMHU.

OO6u1re mpobaembl, MPOLECC U 3a/1a4M YCTPAHEHUS POOIIEM.
YcTpaHeHue Henojai0K U CpaBovHas Ciryxoa.

ITocraBmuku ycayr Muatepueta (ISP).

CBs13b C MOCTaBUIMKOM UHTEPHET-YCIYT.

Monens OSIL

YcTpaHeHue Henojai0K Ha YPOBHE MTOCTABIIMKA UHTEPHET-YCIIYT.
OOu1re mpobaemMbl U IMIIAHUPOBAHUE OOHOBIICHUS CETH.
[Ipuobperenue u obcmyxuBaHue 000PYIOBAHUS.

IP-anpecanus B JIBC.

NAT u PAT.

IlepBoHavanpHas HacTpolika Mapupyruzaropa ISR.

Hacrpoiika ISR B SDM. Hactpolika mapupyrusatopa ¢ ucnosb3zoBanueM [0S CLIL

IlepBoHauanbHas koHpurypamus kommyraropa Cisco 2960.

[MonkmrovueHne KIMEHTCKUX YCTPOMCTB K CETH TOCTABIINKA HHTEPHET-YCITYT.
[TpumMeHeHne TPOTOKOJIOB MapIIPYTH3AIHH.

[IpoTOKOJIBI BHEMIHEN MapIIPYTH3ALUH.

BBenenue B cepBUCH OCTABIIMKOB yciyr MHTepHeTa.

ITpoTOKOIIBI, NCTIONB3yEMBIE [T IPEIOCTABICHHS CEPBICOB MTPOBAIepaMH.
Cayx0a noMeHHBIX UMeH. CepBUCHI U TIPOTOKOJIBI.

Bompocs! 6e30macHOCTH, akTyanbHbIE I IPOBANHAEPOB.

I/IHCTPYMGHTaHLHLIC cpeacrTBa 0C30ITacCHOCTH. KOHTpOJIL " yIIpaBJICHUC CO CTOPOHBI IMOCTAaBIIMKA

ycanyr HTepHera.
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45. Pe3epBHOE KOMUPOBAHKUE U aBAPUMHOE BOCCTAHOBJICHUE.

46. MeToauKHu U CpPeICTBA MOUCKA M YCTPAaHEHUS HETIOIAJI0K.

47. Ilouck u ycrpaneHue Henosaaok Ha 1 u 2 ypoBHsx mozenu OSIL.

48. Ilouck u yctpanenue npodisiem ¢ [P agpecanueit u mapmpyruzamueit Ha 3 ypoBae Mmozenu OSI.
49. Tlouck u ycrpaneHue Henojianok Ha 4 yposae monenu OSL

50. IToaroroBka k ceprudukanuu Cisco CCENT.

7. Y4yeOHO-MeTOoAMYeCKOoe U HH(OPMALIMOHHOE o0ecnedeHne JUCHUIIIMHBI (MOTYJIs1)
7.1.0cHOBHas TUTEpaTypa:

MaxkcumoB H. B. Komnbiorepusie cetu : yue6. nmocobue / H.B. Makcumon, U.U. TlonoB. — 6-e u3.,
nepepad. m gon. — M. : ®OPYM : HHODPA-M, 2017. — 464 c.// Pexum npocryna:
http://znanium.com/catalog.php. s CI1O

Ky3un A. B. Komnstorepusie cetu : yue6. mocooue / A.B. Ky3un, /[.A. Ky3un. — 4-e uzn., nepepad. u
norn. — M. : ®OPYM : UHOPA-M, 2017. — 190 c. // Pexxum noctymna: http://znanium.com/catalog.php.
Hns CITO

Hcavenko O. B. [IporpammHoe obecrieueHrne KOMITbIOTEPHBIX ceTel : yueo. mocooue / O.B. Mcavenko.
— M. : UH®PA-M, 2017. — 117 c. // Pexxum noctyna: http://znanium.com/catalog.php. {ns CITO

7.2.JlonoTHATEIbHAS JIUTEpPaTypa:

Ne KosinuecTBo
e T'on
n/a HaunmeHoBanue yqeﬁnmca IK3eMIVISIPOB
HU3TAHUA
B On0JHOTEeKe
1 | 3akep K. Kommbrorepusie cetu. MopgepHuzanus u nouck | 2002 10

HeucnpaBHocTell: yuedHoe nocodue / K. 3akep; nep. ¢ aHri. -
CII6. : BXB-IletepOypr

2 |T'yk M. AnnmapatHele cpeactBa JokanbHbIX — ceteit: | 2001 10
sHrmkioneaus / M. I'yk. - CII6. : ITutep, - 576 ¢

3 | Tannenbaym 3. C. KomnbroTepHbie cetn. 4-¢ uznanue, Cro: 2006 -
WznarensctBo "[Murep", 2006. ISBN 978-5-318-00492-6

7.3.1Iporpammuoe obecniedenne 1 MHTEpHET-pecypcsl.

1. Windows Virtual PC.

2. Packet Tracer.

Z[J'ISI HpOpa6OTKI/I TCOPCTUYUCCKOTO MaTrepuajlia PCKOMCEHAYCTCA MCIOJb30BAThH CJIICAYIOIIUC
HNuTepHeT-pecypcebl:
1. http://www.intuit.ru/department/network/networkbasics/
2. http://www.tls-group.ru/doc/

8. MaTepuajibHO-TeXHUUYECKOE oDecTedeHne TN CIUIIMHBI
8.1. Opranu3anus Ja6opaTopHbIX padoT
TeopeTquCKI/Ie U TPAKTHYCCKHUEC 3aHATHA IMPOBOJUTHCA B CHeHI/IaJ'II/ISI/IpOBaHHOI\/’I ayanuTOpPUH,

OCHAILIEHHON COBPEMEHHBIMU TEPCOHAIBHBIMA KOMIIBIOTEpAMU M TPOTPaMMHBIM OOecleYeHUeM B
COOTBETCTBUM C TEMAaTUKOW H3ydaemMoro marepuana. Ayautopuss Ha 12 pabounmx MecT A
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WHIMBUIYAIbHOM paboThl CTYICHTOB Ha OTHCIBHBIX IEPCOHAIBHBIX KOMIBIOTEpaX. AYIUTOPHS
OCHAILIEHa COBPEMEHHBIM KOMIIBIOTEPOM C IIOAKIIOYEHHBIM K HEMY IIPOCKTOPOM M HACTEHHBIM
JKPaHOM.

8.2. TpeGoBaHMs K COCTaBY JIAaG0OPATOPHOIr0 000PY10BAHHUS

J11 BBITOJIHEHHUS TIPAKTHUECKUX JTa0OPATOPHBIX 3aHATHI Kypca HCIOJIB3YIOTCS KOMIIBIOTEPBI U

nepudepuiinoe 060pynoBaHNE B IPUBEICHHON HUXE KOH(UTYpaIUH.

« 3 mapmpyrusaropa Cisco 2801 ¢ Base IP 10S, 128 Mo6aiitr DRAM, 32 Mo6aiita ¢uair maMata 1
moayisimu HWIC-2A/S;

» 3 kommyraTopa Cisco Catalyst 2960;

* HaGop mocnenoBaTenbHBIX Kabemnen;

= 2 OecnpoBoaHbix MapmpyTtuzaropa ZyXEL Prestige 662HW;

« 1 koMmbrOTEp A5 TabopaTopHbiX 3anstuii ¢ OC Microsoft Windows Server 2008 R2;

» 12 xomnbrOTEpoB uisi JaboparopHbix 3anstuit (Microsoft Windows 7).

8.3. Habop MHCTPYMEHTOB /IJIsl BHINOJTHEHHUS J1a00PaATOPHBIX padoT

Habop conepxut cneayrone MHCTPYMEHTHI:
« Ka6emn Ethernet:
- OJIMH TIPSIMOY Kabelb Ha KaXI0TO CTYJCHTA,
- OJIVH MIEPEKPECTHBIN Kabeab Ha KaXKI0TO CTY/ICHTA,
* OOXHMMHBIE YCTPOMCTBA JUIst KOHHEKTOPOB RJ-45.
» CereBble po3zeTku RJ-45.
» Konnekropsl RJ-45, 8 pin.
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