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1. TACITIOPT ITPOI'PAMMBI
INPOPECCHUOHAJIBHOI'O MOAYJIA

[IM 03 OkcrmyaTanusi 0ObEKTOB CETEBOM HHPPACTPYKTYPHI

1.1. O6a1acTh NPUMEHEHUS IPOTPAMMbI

[Iporpamma mHpOQPECCHOHATIBHOIO MOAYJSL SABIISIETCS YAaCThIO IPOrPAMMBI
NOJATOTOBKM CIELMAIIMCTOB CpeaHero 3BeHa B cooTrBeTrctBUM ¢ PI'OC 1o
cnenquanbHocTh CIIO 09.02.02 KomnbroTepHBIE CETH B YACTU OCBOEHUS OCHOBHOIO
Buj1a ipodeccronanbHou nesrensaocT (BIT):

JIKCILIyaTalMs 00bEKTOB CeTeBOM HHPPACTPYKTYPHI
U COOTBETCTBYIONIUX Mpodeccnonanbubix komnerenuui (I1K):

— IIK 3.1. VYcranaBnuBaTh, HAcCTpaumBaTh, SKCIUIyaTHPOBaTh M OOCIY>KHUBaTh
TEXHUYECKUE U MPOrpaMMHO-aMIapaTHbIE CPEACTBA KOMIIBIOTEPHBIX CETEH.

— [IK 3.2. IIpoBoauth mnpodunakTHueckue padoThl Ha OOBEKTaX CETEBOM
UHQPACTPYKTYphl U pabOUNX CTAaHLUSAX.

— [IK 3.3. Dkcrmyaraius CeTeBbIX KOH(MDUTYpALTUA.

— IIK 3.4. YyacTBOBaTh B pa3pabOTKE CXEMbI [TOCIEABAPUIHOTO BOCCTAHOBIICHUS
paboTOCIIOCOOHOCTH KOMIIBIOTEPHOM CETH, BBIIIOJIHATH BOCCTAHOBIIEHUE U PE3EPBHOE
KOIIUPOBaHUE UHPOPMAIIIH.

— IIK 3.5. Opranu3oBbIBaTb WHBEHTAPU3ALUI0 TEXHUYECKUX CPEICTB CETEBOMI
UHQPACTPYKTYphl,  OCYHIECTBJIATh  KOHTPOJb  MOCTYNUBIIETO M3  PEMOHTa
000opy10BaHMUSI.

— [IK 3.6. BpINOAHATH 3aMEHY pacXOJHBIX MAaTEpPUAIOB U MEJIKUHA PEMOHT
nepudepuitHoro  000pYyIOBaHUsA, ONPEAENsITh ycTapeBlliee OOOpyAOBaHUE U
IPOrpaMMHBIE CPE/ICTBA CETEBOU MH(PACTPYKTYPHI.

1.2. eau u 3axa4m MOyl — TPeOOBAHHS K Pe3yIbTAaTaM 0CBOECHHS MOYJIsl
C uenpio OBNAAEHUS yKa3aHHBIM BHJIOM IPO(ECCHOHATBHONW NEATEIBHOCTH H
COOTBETCTBYIOIUMH MPOGECCUOHATHHBIMA KOMIETCHIIMSIMU OOYYarOIIUIiCS B X0JIe
OCBOEHUS MPOPECCUOHATBHOI'O MOIYJISL JOJIKEH:
UMeTh MPAKTUYECKUI ONbIT:
— 00cCIyXuBaHUsI CETEBOM MH(PPACTPYKTYPhI, BOCCTAHOBIICHUS
PaboTOCTIOCOOHOCTH CETH TOCIe COOS;
— YJQJIEHHOr0 aIMUHUCTPUPOBAHMS U BOCCTAHOBIIEHUSI PaO0OTOCIOCOOHOCTH
ceTeBO HHPPACTPYKTYPHI;
— opraHm3aiuu oecrepe0oitHOM pabOThl CUCTEMBI 110 PE3EPBHOMY
KOIUPOBAHUIO U BOCCTAHOBJICHUIO WH(OPMAITUH;
— TMOJJCPKKH MOJIh30BaTEIICH CETH, HACTPONKH armapaTHOTO ¥ MPOTPAMMHOTO
oOecrieueHus CeTeBON MHPPACTPYKTYPHI;
yMeTh:
— BBITIOJHATHS MOHUTOPUHT U aHATIU3 PA0OTHI JIOKAJILHOM CETH C IIOMOIIIBIO
IPOrPaMMHO-AINITAPaTHBIX CPE/ICTB;
— HCTOJB30BaTh CXEMBI MTOCICaBAPUITHOTO BOCCTAHOBIICHUS



3HAThb:

paboTOCIIOCOOHOCTH CETH IKCILTYyaTUPOBATh TEXHUUECKUE CPEICTBA CETEBOM
MHPPACTPYKTYPBHI;

OCYILECTBIISATh IUArHOCTUKY M IMOMCK HEUCIPABHOCTEH TEXHUYECKUX
CPEICTB;

BBITIOJHSATH ICHCTBUS IO YCTPAHEHUIO HEUCIIPABHOCTEH B YaCTH,
Kacaromiencs oJTHOMOYH TEXHUKA;

TECTUPOBATH KabeIr U KOMMYHHUKAIIMOHHBIE YCTPOUCTBA;

BBITIOJHATH 3aMEHY PACXOJIHBIX MAaTEPUaIOB U MEJIKHI PEMOHT
nepudepuitHoro 060pyI0BaHMS;

MPAaBHIIBHO 0()OPMIISITH TEXHUUYECKYIO JOKYMEHTAIHUIO;

Ha0I01aTh 3a TPa(UKOM, BBITIOJHATH OTMIEPAllUU PE3EPBHOTO KOTTMPOBAHHUS
Y BOCCTaHOBJICHUS IaHHBIX;

yCTaHaBIMBAaTh, TECTUPOBATH U IKCIUTYaTUPOBATH HHPOPMAIIMOHHBIE
CHUCTEMBI, COTJIACHO TEXHUUYECKOHN IOKyMEHTAIlUU, 00ECIIeUnBaTh
aHTUBUPYCHYIO 3aILLUTY;

ApXUTEKTYPY U QYHKIIUU CHCTEM YMPABJICHHS CETSIMHU, CTAHIAPTHI CHCTEM
yIpaBICHUS;

3aJla4M YIpPaBIICHUS: aHAJIU3 IPOU3BOIUTEIBHOCTH U HAaJIEKHOCTH,
yIpaBiieHHE 0€30M1aCHOCTHIO, yUeT Tpaduka, yrpaBieHue KOH(Urypauuen;
CpEICTBAa MOHUTOPUHTA U aHAJIN3a JIOKAJIbHBIX CETEH;

KJIACCU(PUKAIIMIO PETIAMEHTOB, MOPSA0K TEXHUUECKUX OCMOTPOB, IPOBEPOK
Y IpOo(PHIIAKTHYECKUX PadoT;

MpaBHJIa KCIUTyaTallud TEXHUYECKUX CPEICTB CETEBOU MHPPACTPYKTYPHI;
paciMpeHe CTpYKTYpbl, METOABI U CPEACTBA TUATHOCTHKHU
HEUCTPABHOCTEN TEXHUUECKUX CPEACTB U CETEBOU CTPYKTYPHI;

METO/Ibl YCTPAHEHUSI HEHCTIPABHOCTEH B TEXHUYECKUX CPENICTBAX, CXEMBI
MOCIICaBAPUITHOTO BOCCTAHOBJICHHS paOOTOCIIOCOOHOCTH CETH,
TEXHUUYECKYIO ¥ TIPOCKTHYIO TOKYMEHTAIINIO, CIOCOOBI Pe3ePBHOTO
KOMTUPOBAHUS JAHHBIX, MPUHIIUIIBI pa0OTHI XPAHUIIUII] IaHHBIX;

OCHOBHBIE MOHATHS UH()OPMALIMOHHBIX CUCTEM, )KU3HEHHBIN ITUKII,
po0JIeMbl 00eCTIeUeHUS TEXHOJIOTHYSCKOW 6€301acHOCTH
uHpopmarmonnsix cuctem (MC), TpeboBaHus K apXUTEKType
WH(GOPMALIMOHHBIX CUCTEM M MX KOMIIOHEHTaM JJisi 00eCcTieueHust
6e3omacHOCTH (PYHKIIMOHUPOBAHUS, ONIEPATUBHBIE METOBI TTOBBITIICHUS
6e3omacHOCTH (QPYHKIIMOHUPOBAHUS MMPOTPAMMHBIX CPEICTB U 0a3 JaHHBIX;
OCHOBHBIE TpeOOBaHUS K CpEACTBAM M BHJAM TECTHPOBAHHUS IS
OTIpe/ieNIEHUs] TEXHOJIOTUYECKOM 0€30MacHOCTH HH(POPMALIMOHHBIX CUCTEM



1.3. KosinyecTBO YacoB HA 0CBOEHHE MPOrpaMMbl MPo¢ecCHOHATLHOT0 MOTYJIA:
BCEro — 576 4acoB, B TOM YHCIIE:
MaKCHMaJIbHOU y4eOHOH Harpy3Kku oOydaromierocs — 3964acoB, BKIOYas:

00s13aTeTbHON ayTUTOPHON yueOHOM Harpy3ku obydaromerocs —264 4acos;
CaMOCTOSITeNIbHOM paboThl oOyuatormierocs — 132 yacos;

y4eOHOM MPaKTUKHU —/2 YaCOB,;
POM3BOACTBEHHOM MpakTuku - 108 vaca.

2. PE3YJIBTATBI OCBOEHUS NTPO®PECCUOHAJIBHOTI'O MOAY JIA

PGSYJ'II)T&TOM OCBOCHHA ITPOIrpaMMBI HpO(i)@CCI/IOHaHI)HOFO MOOYJIA ABJIACTCA

OBIaJicHHEe OOydYaloMUMHUCS BHUAOM TNPOPECCHOHANBHONH  NIEATEIHHOCTH IO
OKCIUTyaTalli  OOBEKTOB  CETEBOM  HMH(PPACTPYKTypbl, B  TOM  4HCIE
npodeccuonansubiMu (I1K) u o6mumu (OK) kommeTeHIusIMu:

Kon HaumenoBanue pe3yjbrara 00y4eHus

[IK 3.1. | YcranaBnuBath, HaCTpauBaTh, IKCILTyaTUPOBATH U 0OCTYKUBATh
TEXHUYECKUE U MPOTPaMMHO-aNNapaTHbIE CPEICTBA KOMIIBIOTEPHBIX
CETEH.

[1K 3.2. | [TpoBoauTk mpoduiiakTHUecKue padboThl HA 00BEKTAX CETEBON MHPPACTPYKTYPHI
1 pabouYrX CTaHIIMSIX.

[1K 3.3. | OkcrutyaTaius ceTeBbIX KOHPUTYpariuii.

IIK 3.4. | YyacTBoBaTh B pa3pabOTKe CXEMbl MOCJIEaBAPUITHOTO BOCCTAHOBIICHUS
paboTOCTIOCOOHOCTH KOMIIBIOTEPHOW CETH, BBITIOJHIATH BOCCTAHOBIICHHUE U
pe3epBHOE KOMUPOBaHNE MHPOPMAIIUH.

[1IK 3.5. | Opranu3oBbplBaTh ~ MHBEHTAPU3AIUI0  TEXHHYECKUX  CPEACTB  CETEBOM
MH(QPACTPYKTYphl, OCYIIECTBIATh KOHTPOJb TMOCTYIHMBILErO W3 PEMOHTA
000pyT0BaHUS.

1K 3.6. | BeImomHATS 3aMeHy pacXOAHBIX MaTEPHAIIOB M MEIIKHIA PEMOHT TieprudepuitHoro
o0Opy/OBaHus, ONPENENITh YyCTapeBllee OO0OpyIOBaHHE W MPOTrPaMMHBIE
CpeJICTBa CETeBON MH(PPACTPYKTYPHI.

OK 1. [TorumMaTh CyIIHOCTh M COIMAJIBHYIO 3HAYMMOCTh CBOEH OynyIien npodeccuw,
IIPOSIBJISITH K HEM YCTOMYMBBINA UHTEPEC.

OK 2. Opranu3oBbIBaTh COOCTBEHHYIO JE€ATEIbHOCTb, BHIOMPATh THUIIOBBIE METOJbBI U
CIOCOOBI  BBIMOJHEHUS  NPO(PECCHOHANBHBIX  3a/ady, OLIEHWBaTh  MX
3(PEKTUBHOCTH U KA4E€CTBO.

OK 3. [IpuHUMaTh pemieHns B CTAHAAPTHBIX M HECTAHJAPTHBIX CUTYAIlUSIX W HECTH 3a
HUX OTBETCTBEHHOCTb.

OK 4. OcymiecTBIATh MOUCK M HMCIOJIb30BaHHE WH(MOpMaIMKM, HEOOXOIUMOMN ISt
3¢ (PEeKTUBHOTO BBHINMOTHEHUS TPOPECCHOHATBHBIX 3a/1a4, MPO(ECCUOHANTBHOTO U
JIMYHOCTHOTO Pa3BUTHSL.

OK 5. Hcnonp3oBath UH(OPMAIMOHHO-KOMMYHHUKAIIMOHHbIE TEXHOJIOTUN B

PO eCCUOHATIEHOM IeSITEIbHOCTH.




Kon

HanmenoBaHue pe3yiabTaTa 00y4eHust

OK 6. PabGorath B KOUIEKTHBE M B KOMaH/E, 3G (HEKTUBHO OOIIATHCS ¢ KOJUIETaMu,
PYKOBOJICTBOM, TOTPEOUTEISIMHU.

OK 7. Bpatb Ha ce0st OTBETCTBEHHOCTH 3a PabOTy WICHOB KOMAaHbI (MOIYMHEHHBIX),
3a pe3yJIbTaT BBHIMOJHEHUS 3a/IaHUi.

OK 8. CaMOoCTOSITETPHO ONpPENeNsaTh 3a7adu MpoGeCCHOHANBHOTO W JIMYHOCTHOTO
pa3BUTHS, 3aHUMATbCS  CaMOOOpPAa30BAaHUEM, OCO3HAHHO  IUIAHUPOBATh
MOBBIIICHUE KBATU(UKALINH.

OK 9. OpueHTupoBaThCs B YCIIOBHSIX 4acTou CMEHBI TEXHOJIOTHI

B IPO(eCCHOHATILHOMN 1€ TEIbHOCTH.




3. CTPYKTYPA U COAEP KAHUE ITPO®PECCHOHAJIBHOI'O MOAY JIsA
3.1. TemaTuyeckuii mjiaH npogeccuoHAIbLHOT0 MOYJIA

O0bem BpeMeHH, OTBeICHHbIIl HA 0CBOCHHE

IIpakTuka
MEKIUCHUIVIMHAPHOTO Kypca (KypcoB)
CamocTosiTeIbHAs
Bcero Oos3aTenbHas ayMTOpHas yuyeOHast paGora
Koxbl 4acoB Harpy3ka ody4aiounierocs obyaaomerocn TpoussoxcTpennas
IpPodeccHOHATbHBIX HaunmenoBanus pa3aenoB (maxc. (110 npodutIo
p » npohecCHOHATLHOTO MOTYJISK yuebnas BT.4. B T.4., B T.4., YueOnas, P
KOMIIeTeHI UM naz J1abopaTopHbIe CHeNHnaJbHOCTH),
py3Ka u Beero 260 KypcoBast | p ..o KypcoBasi 4acoB Yacon
Npakmuxu) i PabOTLI H padora ’ pa6ora
YacoB | MPaKTHYECKHe (upoexT) 4acoB (npoexT)
3aHATHA, > ’
4acoB 4acoB
4acoB
1 2 3 4 5 6 7 8 9 10
IIK 3.1-3.6 MK q3.01 DKcItyaTaiys 00bEKTOB 204 136 40 - 68 - 7 ]
ceTeBoi HHPPACTPYKTYpHI
IIK 3.1, 11K 3.4 MK 03.02 Be3omacHOCTh 192 128 38 64 - -
(yHKIIMOHUPOBaHHST MH(POPMAIIMOHHBIX
CHCTEM
IMpousBoacTBeHHAs! NpaKTHKA (110 108 108
npo¢ Ui CieuaJbLHOCTH), YACOB
YuyeOHasi NpaKTHKA 72
Bceero: 576 264 78 - [ 132 | - 72 108




3.2. Conep:xanue 00yueHus: o npodeccuonajibHomy moay.aro (IIM)

HaumeHoBaHue pa3aeioB

npogdeccuoHaJIbLHOT0
Mozyst (TIM), Conep:kanue y4eOHOT0 MaTepHuaJia, JJadopaTopHble pad0ThI M MPAKTHYECKHUE Oo0bem YpoBeHb
3aHATHS, CAMOCTOSITE/IbHAS padoTa 00y4aroImmXxcs yacoB/3ay.ell. 0CBOEHMS
MEKTMCIIUTLTHHAPHBIX
kypcoB (M/IK) u Trem
1 2 3 4
M/K 01.03 Dkcniyarauusi 00beKTOB ceTeBOi HHPPACTPYKTYPbI 136+68/5,67
Tema 1.1. [IpuHIUTIBL Conep:xanue 14 1,2
yIpaBJICHUS CETIMU 1 | CocraB N1OKYMEHTAILIMH O CETH. 2
2 | BeimonHeHue ayaurta cetu. AynuT o0opynoBaHus. AyauT (yHKIIMOHHUPOBAHUSI. 4
3 | AyadT CUCTEMBI 3alUTHI. 2
4 | XpaHeHHe ayTUTOPCKON HHPOPMAIUH. 2
5 | Co3naHue KapThl CETH. 4
IIpakTHyeckue padoThl 4 2
1 | BeimonHeHHe ayuTa CETH MaJOTo MPEATIPHSITUS 2
2 | Co3maHue KapThl CETH MaJIOTO TPEATIPHUSITHS 2
Tema 1.2 O630p cpencT Copep:xanue 14 2
YIpPaBIEHUS CETSIMU 1 | CpenctBa amst KOHTpoOJIA pabOTHI cepBepa 2
2 | CeTeBble MOHHTOPBI 2
3 | pocToit nporokon cereBoro ympasierus (SNMP) 2
4 | Yaanennoe vaomoaenue (RMON) 4
5 | Jpyrue cpencta HaOIIOICHUS 32 CEThIO. AHANMM3aTOPHI. JloMeHHbIE 4
pedIeKTOMEeTpHI.
JlaGopaTtopHbie padoThI 4 2
1 | PabGora c ceTeBBIMH MOHUTOPaMH. 2
2 | Pabota c nporokonaom SNMP. Brinonnenue yaanéHHOro HabIro1eHUs 32 CEThIO. 2
Tema 1.3 Boccranosienune Conep:xanue 14 1,2
IOCJIE 1 | Bunasl aBapuii B ceTsX. 4
aBapuit 2 | IlogroroBka K aBapuu - apXUBUpOBaHHE. METO/IbI M1 CPEICTBA APXUBUPOBAHUS 4

JaHHBbIX. 3aIJ_II/ITa AAaHHBIX B PCIKUMC pCAJIbHOTO BPEMCHU.




3 | Cosnanue nnana BoccranoBieHUs 0cyIe aBapuu. Peanusanus BOCCTaHOBIIEHHSL. 6
IIpakTyeckue padboThl 4 2
1 | Pa3paboTka riaHa mo moJroToBKe K aBapHm. 2
2 | Pa3zpaboTka miaHa BOCCTaHOBJICHUS TIOCIIC aBapHUH. 2
Tema 1.4 Dkcruryaranus Conep:xanue 38 1,2
AKTUBHOT'O CETEBOTO 1 | KoMIIoOHEHThl KOMMYTUPYEMON MEKCETEBOI MOJIEIIH. 4
obopynosanus D-link 2 | KoMMyTaTopsl JIOKaIbHOM CETH. 4
3 | XapakTepuCTHKH, BIHSIOIIME HA TPOU3BOAUTEIBHOCTh KOMMYTATOPOB. 4
4 | IIporpammHOe obecrieueHue KOMMYTAaTOPOB. 4
5 | O0mue MPUHIUITBI CETEBOTO H3aiiHa. 4
6 | Kommyratopsr D-link. 6
7 | JomonHuTEeNbHBIE PYHKIIUH KOMMYTATOpPOB. 6
8 | KauecTBo cepBuca. 6
JlabopaTropHbie padoThl 22 2
1 | Nonkmrouenue k kommyTaropy. [loakmoueHne K J0KalIbHON KOHCOIN 2
KOMMYTaTopa
2 | HayanpHas KoHGUTypaus KOMMYTaTopa. 2
3 | Cozganue VLAN ¢ nomomsro komang CLI 2
4 | Kondurypuposanue accumutpuunbix VLAN B penenax oJHOro KOMMYyTaTopa. 2
5 | Kondurypuposanue accumutpuunbix VLAN Ha 1ByX aBTOHOMHBIX 2
KOMMYTaTopax
6 | Hacrpoiika BUpTYabHOM ceTH U3 ABYX cBUTUYEH 1 yeThipex [1K. 2
7 | Co3nanue arpernpoBaHHOTO KaHaJIa ¢ moMoIisio komana CLI 2
Kondurypuposanne STP ¢ momonipro komana CLI
8 | KondurypupoBanue npuoputeTHOH 00pabOTKH KaJIpoOB € MOMOIIbI0 KOMaH/ 2
CLlI
9 | KondurypupoBanue cermeHTanuu Tpaduka ¢ nomoiibio koman CLI 2
10 | Coznmanue npoduieit mocryma. 2
11 | Kondurypuposanue IGMP-snooping c nmomomrpto komany CLI 2
Tema 1.5 Dxcrumyaranust Conep:xanue 14
AKTUBHOTI'O CETEBOI0 1 | PacnpenenénHble ceTH U MapIIpyTU3aTOPHI. 4 1,2
obopynoBanus Cisco 2 | OcHOBBI paboTHI ¢ MpHIpyTH3aTOpaMu CisSco. 6
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3 | Onepanmonnas cucrema Cisco 10S. DyHKIMU cHCTEMBL. 4
JlabopaTopHbie paboThI 6 2
1 | 3arpy3ka mapiipyTu3aTopa U peKUM HadaiabHOUM HacTpoiiku HavanbHas 2
HACTpOMKa MaplIpyTHU3aTopa.
2 | YcraHOBKa KOHCOJIBHOTO coerHenus. [loyuenne qocTyna K MapuipyTu3aropy. 2
3 | PemakTupoBanue koMaH]1 B OiepainoHHON cucteme. [louck u ucrnpasienue 2
OIHUOOK B KOMAaH/IHOM CTPOKE.
JAudpepeHunpoBaHHbIN 3a4ET 2 2.3
CamocrosiTesibHas padora npu uzyyenun MJIK 03.01 68 3

Pabota ¢ xoHCIIeKTamMu, y4eOHOM 1 CIeNMaIbHOM JTUTepaTypol (1o maparpadam, riiaBaM y4eOHBIX TOCOOHIA,
yKa3aHHBIM npenojaBatenem). [loaroroska K 1a00paTOPHBIM 3aHATHIM C UCIOJIB30BAHUEM METOUYECKHIX
peKoMeHIanui penoaaBares, opopMiIeHne 1abopaTOpHBIX paboT U MOATOTOBKA MX K 3ammTe. [lonroroBka
pedeparoB, cooOILIeHH, TPe3eHTALMI U KPOCCBOPIOB O TEME

IIpumepHasi TeMaTHKA JOMALIHUX 3aaHUMH

W3yuenne ceTeBbIX MOHUTOPOB PA3IMYHBIX TPOU3BOIUTEICH

N3ydenue nporpaMMHOT0 oOecrieueHus A5l COCTaBICHUS KapThl CETH

[IpoexTpoBaHue KapTel ceTH

N3yuenue aktuBHOro 00opyaoBanus 3 Com

duznueckas HOPACTPYKTYpa;

Jloruueckas uHGPACTPYKTYPa;

CeTteBble MOAKIIIOYSHHS, TIPOTOKOJIBI, a/Ipecallusi, CHCTEMa NMEH.

ABTOMaTHUECKO€ Ha3HaueHue yacTHBIX [P-anpecos;

Mappytu3sanus u nappactpykrypa ceru Windows Server 2003;

YcTtanoBka cereBbix koMoHeHTOB Windows; YcraHoBka Active Directory B cetn Windows;

Paz0Ouenune Ha mojaceTy;

MexaHu3M pa3z0HeHus Ha MOJICETH;

OnpeneneHne eMKOCTH MOJICETH;

TexHuueckue periaaMeHTsl, BUJIbI JOKYMEHTOB JUIsl TEXHUYECKHX OCMOTPOB, METO/IbI U IIPUHIIMITBI TPOBEPKH
Pa3IMIHOTO 000PYAOBAHUS, METOIBI PE3EPBUPOBAHNS, TIPOTPAMMBI ISl pe3epBupoBaHus HHPpopmanuu, BackUp.
Mapmpytuzanust B Windows Server 2003;

VYnpasnenue o6mumu coiictBamu IP-mapuipyruzanuu;

Ocnosuble cBenenus o NAT; Paznuune mexxny NAT u ICS;
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VY naneHHslid 1OCTYI 1O TeJie(OHHON JTMHUY;

ABTOpU3aIMs NOAKIIOYEHUH YIaIeHHOTO JI0CTYIa

OcCHOBHBIE CBEICHHS O TIOJIMTUKAX YAAICHHOTO JIOCTYIIA
VYcerpanenue Henoa oK Mpy MOAKIIOYEHUAX YIAICHHOTO I0CTYIa
Peanu3amus nporeayp 6€30mMacHOr0 aIMUHUCTPUPOBAHUS CETH
Ocnacrtka [11a0moHBI 0€30I1aCHOCTH

CxeMbl 00’)KUMKH BUTOM TaphI;

VY CTpOHCTBO «I1akeTa», Iepe1aBaeMoro o CeTH.

Hcnonp3oBanne 6ecki1accoBO MEXI0MEHHONW MapIIpyTU3aLIUN;
Macku 1ojiceTy nepeMeHHoM JIIMHBI,

ITpoBepka cymectBytoero IP-agpeca; Pyunas Hactpoiika agpeca;

Hroro MJIK 03.01 204/5,67
Y4yebHas npakTHKa Mo 0()opMJIEHHUIO 0TPACIeBOIl HHPOpMaALNHU 72
Buasi pador
1. IlpoBenenue ayaura ceTu.
2. Co3pnanue 6a3bl JAHHBIX 110 AyUTY.
3. Pa3paboTka KapTbl CeTH U MOATOTOBKA JOKYMEHTALIUH 110 CETH.
|
MK 03.02 Be3onacHocTh (PYHKIIMOHHPOBAHUSI HHPOPMAIIMOHHBIX CHCTEM 128+64/5,33
Tema 2.1 Aganus u Conep:xanue 18 1,2
IIPOEKTUPOBAHUE 1 | Knaccudukanus napopmannonnsix cuctem (UC). 6
UH(POPMAIMOHHBIX CUCTEM 2 | Obnactu MpUMEHEHUS U IPUMEPHI PeaTH3aui HHOOPMAIIHOHHBIX CUCTEM. 6
3 | TpeboBanus, npeabsaBiIsieMble K HHHOPMAIMOHHBIM CUCTEMAM. 6
IIpakTHyeckue padoThl 10 2
YcranoBka nporpammel Ethereal u monroroska k 3axsary. 2
[Tonw3oBarenbckuii nHTEpdeiic mporpammsl Ethereal. @mibTp oTobpaskeHust 2
aKETOB.
ITonck xanpoB. Beinenenne kinoueBbIX KaapoB. CoXxpaHEeHUE JaHHbBIX 3aXBara. 2
[TeuaTs nHpOpMaIIH
[TpocMmoTp Kaapa B OTAEIBHOM OKHE. 2
Amnanus npotokosioB Ethernet u ARP. 2
Tema 2.2 )Xusnennsiit iukn | Cogepixanue 16 1,2
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nC 1 | O6mue cBenenus o0 yrpaBieHuu npoekramu. Kiraccuukamnus mpoeKToB. 4
2 | OcHoBuble (a3sl nmpoektupoBanus MC. 4
3 | IIpoueccer xxu3Hennoro mukia UC. 4
4 | Mopenu xu3zHensoro rukia MC. 4
Tema 2.3 OcHOBHBIE Conepixanue 16 1.2
(baxTOpBI, ONPEAEIAIONIIe 1 | IIpoGnemsl o6ecnieuenus 6e3onacHoctr MC. 4
TEXHOJIOTUYECKYIO 2 | Ilokazarenu TexHonorudyeckoi 6e3omacHoctu UC. 4
Oesonacnocts UC 3 | TpeboBanwus k apxutekrype 1 UC 1 MX KOMIOHEHTaM ISt 00ecreueHus 4
0e30macHOCTH (yHKIIMOHUPOBAHUSI.
4 | Pecypchl obecnieunBarolue TexHojgornyeckyro oezonacHocts UC. 4
IIpakTyeckue padoTnl 12 2,3
1 | KonnuecTBeHHas OlleHKA CTOMKOCTH NapOJIbHOW 3aIlUThD) 4
[udposanue nupopmanuu
2 | U3yuyenne meronoB mudpoBanus. Ludpsl 3amMeHs! 1 mudpbl IepecTaHOBKH. 4
AnnutuBabie mudpsl. [ndpoBannue ¢ OTKPHITHIM KITHOYOM
3 | ®opmynupoBanue TpeboBaHUs K apxuTekType MC M UX KOMIIOHEHTaM JIJIst 4
oOecnieueHuns 6€30MacHOCTH (PYHKIIMOHUPOBAHMSL.
Tema 2.4 MeToabl Conepxxanue 16 1.2
o0ecrnieueHus 1 | Hempeny™mblnuieHHbIe fecTaOuIn3upyroniye GakTophl. 4
TEXHOJIOTHYECKOU 2 | Meronusl cHmkeHust yrpo3 6e3onacHoct MIC, BRI3BaHHBIX JeeKTaMu 4
6e3omacuoctu C MIPOrpPaMMHBIX CPeJICTB U 0a3 TaHHBIX.
3 | OnepaTuBHBIE METOABI MMOBBIIICHUSI OE30MACHOCTH TPOTPAMMHBIX CPEJICTB U 4
0a3 JaHHBIX.
4 | OcobeHHOCTH 0O€ecieYeH s TEXHOJIOTHYECKON 0€30MacHOCTH UMIIOPTHBIX 4
MPOTPaMMHBIX CPEICTB U 0a3 TaHHBIX.
IpakTH4yeckue padoThl 6 2
N3ydenue cranaapra kpunrorpapudeckoi 3ammrel AES (Advanced Encryption 4
Standart).
W3yueHne oTe4ecTBEHHBIX CTAaHIAPTOB XAII-(PYHKIIUHN U IU(PPOBOI MOATUCH 2
Tema 2.5 Onpenenenue Conep:xanue 20 1,2
peanbHOM TexHonorn4eckon | 1 | OcHoBHBIE TpeOOBaHMS K CPEACTBAM JJISl ONPEIETICHHS TEXHOIOTHYECKOM 4

oe3omacaoctu UC

oe3omnacuoctu UC.
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2 | Buabl TecTupoBaHus IS ONIPEENIEHUs TEXHOIOTH4YecKoii 6ezomacHoctu UC. 4
3 | ObpaboTka pe3ynbTaTOB UCIIBITAHUN. 4
4 | MeToibl oripesiesieHUs TEXHOJIOrnueckoi 0e3onacHoctu kputudeckux NUC. 4
5 | MexayHapoIHbIe CTaHAAPTHI, MOAICPKUBAIOIINE UCTIBITAHHUS TEXHOJIOTHYECKON 4
6e3onacuoctu MC.
JlaGopaTopHbie paGoThI 10 2,3
1 | Pa3zpabotka knueHT-cepBepHoit MC 6
2 | ObGecrieuenue 0€30MacCHOCTH | HACTpokka npas goctyma B UC. 4
JAudpepeHunpoBaHHbIN 3a4€T 2 2,3
CamocTosiTeibHasi padora npu u3yyennn MJIK 03.02 64 3

Pabota ¢ xoHCIIeKTaMu, y4eOHOM 1 CIeNMaIbHOM JTUTepaTypol (1o maparpadam, riiaBaM y4eOHBIX TOCOOHIA,
yKa3aHHbIM IpenojaasateseM). [loarotToBka k 1a00paTOPHBIM 3aHATUSAM C UCIOJIb30BAHUEM METOIUYECKUX
peKoMeHanuil mpenoaBarens, oGpopmieHue 1abopaTOpHEIX padOT U MOArOTOBKA UX K 3amuTe. [lonroroska
pedepatoB, cooOIIeHNH, Tpe3eHTalui U KPOCCBOP/IOB 10 TEME

IIpumepHas TeMaTHKA JOMALIHUX 3aaHUH
Nzyuenne ¢pynkiuii, odecneunBaromux 6ezonacHocts B CYBJ[ MS Access
Nzyuenne MS SQL Server
N3ydeHne npocThIX alrOPUTMOB HIU(PPOBAHUS

Pa3paboTka cxembl kinaccuukany aBTOMaTU3UPOBAHHBIX CUCTEM.

N3yuyeHnne KOHLENIMY aBTOMATU3UPOBAHHOM CUCTEMBI.

CocraBiieHHE CXEMBI ITOICUCTEMA 3AIIUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

OdopmiieHne B BIIe KOHCIIEKTa OCHOBHBIX IPU3HAKOB HECAHKIIMOHUPOBAHHOI'O JIOCTYIA K MH(OpMAIUH.
Pazpabotka cxemsl [laponbHOi ayTeHTHPHUKAIMH.

Odopmiienre B Buie KOHCIIEKTa OCHOBHBIX MOJ0XKEHUHN 00IEMETO10IOTHYECKUX TPHUHIIUIIOB
(GbopMHPOBaHUS TEOPUU 3AITUTHI.

CocraBiieHne nepeyHs 3a1a4d TEOPUH 3aILUTHI.

[IpyHIMIIBI TOCTPOEHUS 3AIIUTHI B CETAX

Odopmrenne B BUie KOHCIIEKTa BOMPOCOB, KACAIOLIUXCSI MOHSITHSI CTPaTETHH 3alUThl HH()OpMaLuu
1 0COOEHHOCTEW CTpATETHUECKUX PEIICHHH.

[TonroroBka nepevns TpeOOBaHU K cepBrcaM O€30MaCHOCTH.

CocraBieHne cXeMbl OCHOBHBIX COCTABIISIOIIMX MOJUTHKH O0€30MacHOCTH.

OdopmiieHne B BIJIe KOHCIIEKTa OCHOBHBIX NOJIOXKEHUH MexaHu3Ma ayTeHTU(UKaIUH.

48
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Pa3paboTka cTpyKTypbl IPOIIECCOB TEXHOJIOTUU yIpaBiIeHUs noacucteMoil 3amutel OC.

[ToHsiTHE CUCTEMHOIO aHAJIM3a: MUKPOCKOMMYECKOE MPEACTaBICHUE CUCTEMBI, HEPAPXUUECKOE MTPEICTABICHHE
CUCTEMBI.

Pa3paboTka kimaccudukanuym Moaeel 3aiuThl.

Odopmienue B BUjie KOHCIIEKTa OCHOBHBIX TpeboBaHuii k CpeicTBaM U METOaM BBISIBJICHUS KOMITBIOTEPHBIX
BHUPYCOB.

[ToaroroBka apXuUTEKTYypHOU MO/IETIN Y IIPaBICHUS JOCTYIIOM.

OdopmiieHre B BUie KOHCIIEKTa OCHOBHBIX MOJIOXKEHUN AyTeHTuuKauu B joMeHax Windows.
CocraBnenue nepeuns craauii CeTeBbIX aTak.

Omnpenenenre THIOBON MOJIEIHM CUCTEMbI aBTOMATH3UPOBAHHOTO MPOESKTUPOBAHUS 3AIUTH HHPOPMAIIHH.
Pazpabotka Mozenu 3auThl HHGOPMAIIHH.

Odopmrenune B BUjie KOHCIIEKTa OCHOBHBIX MOJIOXKEHHH anapaTHbIX CPEJICTB 3alIUThl HHPOPMAITHH.
OdopmieHre B BUJIE KOHCIIEKTa OCHOBHBIX BHJIOB KOHTPOJISI O€30ITaCHOCTH.

[ToaroroBka mana Ayaura. OdopmieHue B BUJe KOHCIIEKTa OCHOBHBIX MOJIOKEHHI MaTeMaTHUYeCKOMN 3aIlUThI
uHpOpMaLnu.

CocraBiieHne nepeyHsi MeTOA0B KOJUPOBaHUsI HHPOPMAIUH.

PazpaboTka anroputma XemupoBaHusl.

[ToaroroBka mepeyHs: aHTUBUPYCHBIX TPOTPaAMM.

OdopmiieHne B BUIE KOHCIIEKTa OCHOBHBIX MOJIOKEHUN WHKEHEPHO-TEXHUIECKOH 3alIUThl HHPOPMAIIHH.
Pa3paboTka cxembl 3alIUTHI ONEPAIIHOHHON CHCTEMBI.

Odopmiierne B BUI€ KOHCIIEKTAa OCHOBHBIX BUIOB IMMOTEHIIMAIBLHO OMACHBIX TPOTpaMM

CocraBiieHre J0KIaAa 0 KPUTEPUSIX 3Tl HH(OOPMAIIUH.

[ToaroroBka pedepara o teme «JIluHelHas CTpyKTypa 3aluThl HHPOPMALTUN.

Cxema «Knaccel 3a1uThl aBTOMAaTU3UPOBAHHBIX CHCTEM).

Cxema «HopMaTuBHO-TIpaBOBOE PEryIUPOBAHUE 3AIIUTHI HHDOPMAITUN Y.

[ToaroroBka mpe3eHTanuii o Teme «HecaHKIIMOHUPOBAHHBIN TOCTYH K HH()OPMALIUN.

[ToaroroBka noknana «Mojens 3amuTel Knapka-Bunconay.

Cxema «VICTOYHUK HECAaHKIIMOHHPOBAHHOTO JIOCTYMA K HH(POPMAITHI.

Cocrasnenue nokiana «Mogaens 3ammThl bamna-Jla [Tagymeiy.

[TonroroBka mpe3eHTanui «3amuTa onepanroHHol cuctemMbl Windows).

Hroro MJIK 03.02

192/5,33

Hcnons3oBaHue akTUBHOI'O O60py,Z[OBaHI/I$I CCTH.
Hcnons3oBaHue ITaCCUBHOTO O60py,Z[OBaHI/I$I CCTH.

108
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YcTpaHeHre mapa3uTupyromei Harpy3Ku B CETH.

3anoHeHNe TEXHUYECKOW TOKYMEHTAIUH.

[TocTpoenune hpU3NIECKON KapThl JOKATHHOU CETH.

Pabota no co3nanuio, peJakTUpOBaHUIO, YAaJIeHHIO Tosib3oBaTeneit B DOMAIN.
PeriaMeHThl TEXHUYECKHX OCMOTPOB.

[TpodunakTuyeckue paboThl B 00bEKTaX ceTeBOM HHMOPACTPYKTYPHI.
MOHHTOPHHT B aHAJIU3 CETH C IMTOMOIILIO0 TPOTPAMMHBIX U allapaTHBIX CPEJICTB
CTpyKTypa CUCTEMBI YIIPABICHUS, APXUTEKTYPA CUCTEMBI YIIPABICHHUSL.
VYmpasieHnue 001acTAMU CeTH: OIUOKaMu, KOHPUTypauei, ToOCTyIoM,
IIPOU3BOIUTENIBHOCTHIO, 0€30I1aCHOCTBIO.

Pa6ota ¢ nporokonamu SNMP; CMIP; TMN; LNMP; ANMP.

OtcnexuBanue padOThI CETH.

PaGora ¢ cepBepom, uTeHue rojaoB, paboTa HaJl OUTHOKAMHU

PaGora c cepBepom.

VY naneHHoe aAMUHUCTPUPOBAHHUE PA0OYMX CTAHIMI C cepBepa

KonTponb noctyna, coxpaHeHHe LeJI0CTHOCTU JaHHbBIX U KYpPHAITUPOBaHUE.

VY nanenHoe aAMHUHUCTPUPOBAHUE cepBepa ¢ pabOUMX CTaHIUHN, IPOTPaAMMBbI st
yaJIeHHOTO JJOCTYTIA.

Jlis XapakTepUCTUKU YPOBHS OCBOCHMS yUeOHOr0 MaTepualla UCIOJIb3YIOTCs Clelylolue 0003HaueHus:

1 — o3HakOMUTENbHBIN (y3HaBaHUE paHee U3YUYEHHBIX O0BEKTOB, CBOMCTB);

2 — penpOAYKTUBHBIN (BBITIOIHEHUE JEATEILHOCTH IO 00pasily, MHCTPYKIIUU HITH 110/I PYKOBOACTBOM);

3 — IPOAYKTUBHBIH (TUTAHUPOBAHKE U CAMOCTOSTEIIHPHOE BHITIOTHEHUE JSSITETbHOCTH, PEIICHUE TPOOJIEMHBIX 33/1a4).




4. YCJIOBUMS PEAJIM3ALIUUA ITPOI'PAMMBI
IMPOPECCHUOHAJIBHOI'O MOAYJIA

4.1. Tpe6oBaHHUSI K MUHUMAJIbHOMY MaTE€pPHAJIbHO-TEXHHYECKOMY
o0ecrneYeHunIo
Peanuzarus nporpaMMbl MOIYJIS IPEATIOIAraeT HaTuIne
—MacCTEpCKON MOHTa)Ka M HACTPOUKH OOBEKTOB CETEBOM MH(PPACTPYKTYPHI;
—n1a0opaTopuu HKCIUTyaTaIlsl O0BEKTOB CETEBON HHPPACTPYKTYPHI
—IOJIMTOHOB
O aJMHUHUCTPUPOBAHMS CETEBBIX ONEPAL[UOHHBIX CUCTEM;
O TEXHUYECKOTO KOHTPOJIS U JUATHOCTUKH CETEBOM MHPPACTPYKTYPHI.

Texnuueckue cpeacrsa oO0ydenusi: IlepcoHallbHbIE KOMIIBIOTEPHI,
MIPOEKTOP, dKpaH, UHPOPMAITMOHHBIE CTEH/IBI.

Oo6opynoBanue JadopaTopuu , pado4ux MecT JJIa00PATOPUN ¥ MACTEPCKOM:
[lepcoHanbHble  KOMIBIOTEPHI, CETEBbIE  OMNEPAIMOHHBIE  CHUCTEMBbI,

MpOrpaMMbl, peayiu3yroniue (GyHKIUU Pa3IMYHbIX TUIIOB CEPBEPOB, MPOTrPaMMBbI

BEJICHUS yueTa anmnapaTHOro U MPOrpaMMHOTO 0OECTICUCHUS CETH.

OOXUMHBIC KJIEIIH, WU3MEPUTEIbHBIE MPUOOPHI, MYJIBTUTECTEPHI, KOHHEKTOPHI,

Ka0enu, MepCOHANbHBIE KOMIBIOTEPHI, MPOrPAMMHOE OOECIeYeHHe JUIsl aHajau3a

paboTsl cetu u npyroe [10.

Peanuzauuss nporpaMmbl MOAYJS Mpeanosiaraer o00s3aTelbHyl0 Y4eOHYI0 U
MIPOU3BOJICTBEHHYIO IMPAKTUKH.

4.2. UudopMmanimoHHoe odecnieyeHne 00yuyeHust
Ilepeyens pexoMeHayembIX Yy4eOHbIX u3AaHui, WHTepHeT-pecypcos,
JAOMOJTHUTEIbHOM JINTEPATyPbI

Ha3zapor A. B. Dkcmyatanusi 00beKTOB CeTeBO MH(PPACTPYKTyphI | yueOHUK /
A.B. Hazapos, A.H. Enransrues, B.II. MensaukoB. — MockBa: KYPC; UHOPA-
M, 2017. — 360 c. // Pexxum nocrtyma: http://znanium.com/catalog.php. dns CITO
Ilanbrun B. ®. UadopmarionHas 6€30MacHOCTh KOMITBIOTEPHBIX CUCTEM U
cereit: YueOnoe nocodue / B.®. [llansrun. - M.: ]I ®OPYM: HUL] UHOPA-M,
2014. - 416 c. /] Pexxum noctyma: http://znanium.com/catalog.php. 1ns CITO
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Manbrun B. ®. Uudopmanmonnas 0e30MacHOCTh KOMITBIOTEPHBIX CHUCTEM U

cetelt : yue6. nocooue / B.®. lllansrun. — Mocksa: U] «DOPYM» : UHOPA-
M, 2017. — 416 c. // Pexxum noctyma: http://znanium.com/catalog.php. dnst CITO

BacuabkoB A. B. be3onacHOCTh M ynpaBiieHHE JOCTYNOM B MH(OPMALMOHHBIX
cucreMmax: Yuebnoe mocobue / A.B. Bacunpkos, M.A. BacunpkoB. - MockBsa:
dopym: HHUI[ HWHODPPA-M, 2013. - 368 <c¢. // Pexum pocrymna:
http://znanium.com/catalog.php. Insa CITO

BacuibkoB A. B. be3onacHOCTs u ympaBieHHE TOCTYNOM B WH(OPMAIMOHHBIX
cucremax . yde0. mocooue / A.B. BacwibkoB, M.A. BacuipkoB. — Mocksa :
®OPYM: HWH®PA-M, 2017. — 368 ¢ /I Pexum jgocryma:
http://znanium.com/catalog.php. Qs CITO

HNuTepHeT-pecypcesbl:

1. CIT-Forum: llentp nndopmMamoHHbIX TEXHOJIOTHI: MaTEpHAIIbI caiiTa
[OnexTpoHHBIN pecypc].

- Pexxum moctymna: http://citforum.ru/, cBo6oaHBIi.

2. bubmmoreka yueOHBIX KypcoB Microsoft [DmekTpoHHBIH pecypc]. - Pexum
noctyna: http://msdn.microsoft.com/ru-ru/gg638594, cBoGo1HBII.

3. HurepHer-YHuBepcureT nHGOOPMAIMOHHBIX TEXHOJIOTHI. brubaroreka
y4eOHBIX KypcOB [DIeKTpoHHbIN pecypc]. - Pexxum nocryna:
http://old.intuit.ru, ceoGoHBII.

4. Cait xomnanuu Cisco [DneKTpoHHBIN pecypc]. - Pexxum qoctyma:
http://www.cisco.ru/, cBoOOHBIA.

5. Caiit kommanuu D-Link [DnexkTponnsiil pecypce]. - Pexxum nocrymna:
http://www.dlink.ru/, ceo6oaHbI#.

6. SecurityLab. 3amura nundgopmaruu u nadopmalmornHas 6€30MacHOCTb
[OnexTpoHHBIN pecypc]:
uHpopmanmonnsiii moptan/O00 "Positive Technologies". - Pexxum gocryna:
http://www.securitylab.ru, cBoGoaHBII.

7. VolPReview: unbopManiioHHbIN cailT [DnekTpoHHbIN pecypc]. — Pexum
nocryma: http://voipreview.ru/, cBoOO0IHBIH.

8. Atmuk, A.A. IP-kommynukanuu B NGN [DnekTpoHHBIN pecypc]: yaeOHoe
nocobue / A. A.

Atiuk, A. b. lonpamreiin, B. B. Camopesos. - CII6. : CIIOI'YT, 2007. —
Pexum nocrymna:
http://libr.itut.ru/Jirbis2_spbgut/index.php?option=com_irbis&view=irbis&Ite
mid=308,

CBOOO/THBIM.
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9. Tompmmreitn, A.b. IP-tenedonust [DnekTpoHHBIA pecypc]: METOAMYECKUE

10. lNonpamrreitn, b.C. IIporokonsl [P-tenegonnn: RTP, RTCP [3nexTpoHHbIH
pecypc] : yuebHoe nocodue / b. C. T'onpamrreitn, B. FO. [Noiixman, 0. B.
Cromnosckag". - CI10. : CIIOI'YT, 2014.Pexxum JIOCTyTIA:
http://libr.itut.ru/Jirbis2_spbgut/index.php?option=com_irbis&view=irbis&Ite
mMid=308, cBOOOIHBIM.

12. HekoTtopeie acniekThl TexHOIoTHH [P-Tenedonnn [ DnekTpoHHBIHA pecypc]. —
Pexxum pocryna: http://www.ixbt.com/comm/ip-aspects.html, cBoGoHbII.

4.3. O0urue TpeGOBaAHNS K OPraHU3alMU 00pPa30BaTeIbLHOIO MpoLecca

3aHATHS TPOBOJSATCS CIIAPEHHBIMU YPOKaMU MPOJOJKUTEIIBHOCTHIO OJIUH
aKaJeMUYecKuii dac, o0ma MpoJ0JDKUTEIBHOCTh CIApEHHOro ypoka — 2
akagemuuyeckux vaca (1,5 acrpoHomuueckux uaca). OOpa3zoBaTenbHBIN Tpoliece
BKJIIOYaeT B ce0s TMpOBEJACHUE JICKIMOHHBIX 3aHIATHH ©  J1TaOOpaTOpHO-
MPAKTUYECKUX PAOOT, UePEAYIOMUXCS APYT C IPYTOM.

4.4. KagpoBoe o0ecnieuenne 00pa3oBaTeibHOIO NMpouecca

TpeOoBanuss K KBaJIUPUKANUM TMEeJATOTHYEeCKHX (MHIKEHEPHO-
neIaroru4ecKmXx) Ka/JpoB, o0ecreuynBaOIIUX o0yyeHue no
MEKTUCHUILUIMHAPHOMY Kypcy (Kypcam): Ha3HayalTCs JIMIA, HMEIOIINe
BbICIIIEE OOpa3oBaHUE MO COOTBETCTBYIONIEMY MPOQUI0 OO TOMOJIHUTEIHHOE
oOpa30BaHUE WJIM TOBBIIIICHUE KBATU(DHUKAIIAN TIO TPODUITIO MOTYJIS.

TpeOoBanuss K  KBAJIMPUKANUM  NEJATOTMYECKHX  KaJApoOB,
OCYLIECTBJIAIOIMINX PYKOBOACTBO NMPAKTHUKOW: Ha3HAYAIOTCSA JUIA, MMEIOIIHNE
BbICIIEE 00pa30BaHUE MO COOTBETCTBYIOMIEMY MPO(it0 auO0 MOMOIHUTEIHHOE
oOpa30BaHUE WJIM MOBBIIIEHUE KBATU(DHUKAIIAN TTO TPODUITIO MOTYJIS.

HNHKeHepHO-TIEIATOTMYEeCKUH COCTAB: JIUINIOMUPOBAHHBIC CIICIIUAIIMCTHI —
MIPETNO/IaBaTeNI MEKIUCIUITMHAPHBIX KYPCOB, a TaKKe 00menpodeccuoHaIbHbIX
nuctutinH: OCHOBBI TeopuH HHGOpMaIK, TeXHOIOTUH (PU3NIECKOTO YPOBHS
nepeayu JaHHbIX, APXUTEKTYypa almapaTHbiX cpeacTB, OnepaluoOHHbIE CUCTEMBI
OcHOBBI mporpaMMHUpOBaHMS © 0a3 jgaHHbIX, KommbroTepHas rpaduka,
Opranuzarusi, TPUHIKIBI IOCTPOCHUS W (PYHKITMOHUPOBAHHS KOMITBIOTEPHBIX
ceTel.
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5. KOHTPOJIb U OHEHKA PE3YJIbTATOB OCBOEHUA
MNPO®ECCUHOHAJBHOI'O MOAY.JIS (BUAA TPO®ECCUOHAJIBHON

JAEATEJIBHOCTN)
Pe3syabTaTsl
(ocBOeHHBIE OcHOBHbIE 0OKA3aTeJIN OLEHKHU @opMbI M METObI KOHTPOJISI U
npogeccHoHaJIbHbIE pe3yJabTara OLleHKH
KOMIIeTEeHIIHH)

[1K 3.1. YcranaBnuBarb, - TOYHOCTb U CKOPOCTb HaCTPONKH CETH;
HAacTpauBarTh, - KayecTBO  pPEKOMEHJAalMi 1o
AKCITyaTUPOBATh U | TIOBBILICHUIO paboToCcTIOCOOHOCTH
00CIIy’)KUBaTh TEXHUYECKHE U CeTH;
IPOTPaMMHO-aIapaTHbIE - BBIOOp TEXHOJIOTUIECKOTO

CpencTBa KOMIIBIOTEPHBIX |  000pyIOBaHUs AJis HACTPOMKH CETH;
ceTeil. - pacueT BpeMEHU AJIsl HaCTPOIKHU CETH;
- TOYHOCTb u IPaMOTHOCTb
odopmiIeHUS TEXHOJIOTUYECKOM
JIOKYMEHTal1U.

[IK 3.2. IIpoBoauTh
npoduIaKkTudecKue paboThl HA
o0BeKTax ceTeBoi
UHPPACTPYKTYpBl U paboumx
CTaHIIMSIX.

- TOYHOCTH U CKOPOCTh HACTPOUKH CETH;

- Ka4eCTBO aHalm3a CBOMICTB CETH,
UCXOJIS U3 €€ CIIy)kKeOHOTO Ha3HAUCHUS;

- KaueCTBO  pPEKOMEHJAIMH 110
MOBBILICHUIO TEXHOJIOTUYHOCTH CETH;

- CBOCBPEMEHHOCTh  ITPOM3BOJICTBA
MPOPUIAKTHIECKUX PabOT

- TOYHOCTh "
odopMIIeHHS
JIOKYMEHTAITUH.

rPaMOTHOCTh
TEXHOJIOTUYECKOU

1K 3.3. Okcruryaranus
CETEBBIX KOHPUTypaui.

- Ka4€CTBECHHOCTb 06CJ'IY)KI/IB3HI/I${
CEeTEBbIX KOH(PUTypalHii;

- BBIOOp c110CO0OB HACTPOUKH U

TEXHOJIOTUYECKU TPAMOTHOE Ha3HAuUEHHE

TEXHOJIOTUYECKOM Oa3bl

1K 3.4. YuacTtBOBaThH B | - BBIOOpP U HUCIIOJIb30BaHHUE NTAKETOB
paspaboTke CXEMBEI | MPUKIIAJAHBIX IPOrpaMM sl pa3paboTKU
10CJI€aBapUiHOTO KOHCTPYKTOPCKOW JIOKyMEHTAIH 1
BOCCTaHOBJICHUS MPOEKTUPOBAHUS TEXHOIOTHYECKHIX
paboTOCTIOCOOHOCTH MIPOIIECCOB

KOMITBIOTEPHOU CeTH,

BBITIOJTHSITH BOCCTAHOBJICHUE U

pe3epBHOE KOIIMPOBAaHUE

UHpOpMaLIUH.

[IK 3.5. Opranu3oBbIiBaTh

- BBIOOD U HCII0JIb30BaHHUE TAKETOB

DKCrnepTHas OleHKa pe3yIbTaTOB
JESTENIbHOCTH 00Y4aIOIIUXCs B
MPOILIECCE OCBOEHUS
00pa30BaTeNbHON TPOrpaMMBbl
- Ha TIPAKTUYECKUX 3aHATHUSAX,
-TIPU PEIICHNUN CUTYallMOHHBIX
3anad,

-TIPU BBITOJTHEHUN
OTIpeIeTICHHBIX BUJIOB PabOT
[Ipou3BoICTBEHHONW U yUeOHBIX
MPAKTHK ,

-3a4eT IO pa3fieNly MPaKTHUKU
ITpoBepka caMOCTOSITENBbHBIX

MHBEHTapU3alHIO _ | TIPMKJTfIHBIX TPOTpamMM Jis pa3paboTku paboT;
TEXHUUYECKHUX CPEJCTB CETEBOM | KOHCTPYKTOPCKOM TOKYMEHTALUU U MeK IMCIMTITHHADPHBIH SK3aMeH
UH(QPaCTPYKTYPHI, IIPOEKTUPOBAHMSI TEXHOJIOTMUECKHUX
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OCYHICCTBJIATDH KOHTPOJIb | IIPOLIECCOB

IOCTYIIMBIIErO M3 PEMOHTA | - KauecTBO 00CTyKHUBaHUS
000pymoBaHusl. 00opynoBaHus
IIK 3.6. BbuIonHsTh 3aMEHY | - BEIGOp M HCIIONB30BAHUE AKETOB

pPacXoJHBIX ~ MATEpHANIOB U | MPHUKJIAAHBIX IPOTrPaMM s pa3pabOTKH

MEJIKUAN PEMOHT | KOHCTPYKTOPCKOM JOKYMEHTALIMH U
nepupepuiHoro

o0opynoBaHus, onpeneiAaTy | IpOLECCOB

ycTapeBiiee 000pyI0BaHUE U - [PaBUIIbHBIN

IIPOrPaMMHBIE cpexcrea | MaTepuajloB

ceTeBoi UHPPACTPYKTYPHIL.

MMPOCKTUPOBAHUA TCXHOJIOTMUCCKHUX

BBIOOp  PacXOIHBIX

(DOpMI)I N MCTOAbI KOHTPOJII M OLCHKHU PC3YJIbTAaTOB O6Y‘IGHI/IH JOJIDKHBI
IIO3BOJIATE  IIPOBECPATHL Y 06yqa101u14xc;1 HC TOJIBKO C(i)OpMI/IpOBaHHOCTL
HpO(bCCCI/IOHaJIBHBIX KOMHGTGHHHﬁ, HO H PAa3BUTHC O6H_[I/IX KOMHGTGHHI/Iﬁ u

00eCIeynBaOIINX UX YMEHUH.

OK1 [ToHrMaTh CyIIHOCTH ¥ COLIUAIBHYIO
3HAYMMOCTh CBOE Oyayieit mpodeccuu,

IIPOSIBJISITH K HEM YCTOMUYMBBIN UHTEPEC

JleMoHCcTpanuss uHTepeca K Oyayiied mnpodeccum.
AKTMBHOE M CHCTEMaTH4YecKoe  ydacTHe B
npo(eCCHOHATBHO 3HAYUMBIX MEPOTIPUATHAX (KPYXKKaX,
KOH(EepEeHLIUX, HEJCTSIX CIIeUATbHOCTH).

OK?2 Opranu3oBBIBaTH COOCTBEHHYIO
JesITeIbHOCTD, BEIOUPATh TUIIOBBIE
METOJBI M CIIOCOOBI BBITTOTHEHHS

npodeccroHaNbHBIX 3a/1ad,
OIIEHUBATH MX 3()(HEKTUBHOCTH U KAYECTBO

Beibop u mpumeHeHne (HopM U METOJOB BBIMOJIHEHHUS
npo¢ecCHOHANBHBIX 3ajad. JlemoHCTpanys
3¢ (HEeKTUBHOCTH u KadecTBa BBITIOJTHCHUS
po(heCCUOHAIBHBIX 33]1a4.

OK 3 HpHHHMaTL peuieHuA B CTAHAAPTHBIX U

HECTAHAAPTHBIX CUTyalHUAX U
HCCTH 3a HUX OTBECTCTBCHHOCTDH

JleMoHCTpalusi CIOCOOHOCTH MPUHUMATH PEUICHUS B
CTaHJAPTHBIX M HECTAHAAPTHBIX CUTYAIMsIX U HECTH 3a
HUX OTBETCTBEHHOCTb.

OK 4 OCyIIecTBIATH TIOUCK U UCIIONH30BaHNE
nH(pOpMAaIH, HE0OXOANMOM

st 3 PEKTUBHOTO  BBHITIOJTHEHUS
npodecCHOHANBHBIX  3ajad,

HpO(beCCI/IOHaJ'IBHOFO W JIMYHOCTHOTI'O pa3BUTHUSL

O dexTuBHBIN MOKCK HEOOXO0IUMOHN HH(OpMALIKH.
Hcronp30BaHne pa3IMYHBIX NCTOYHUKOB MH(OPMAIINH,
BKITIOYas DJIEKTPOHHBIE.

OK'5 Hcnonp3oBaTh HHPOPMALIMOHHO-
KOMMYHHKAITMOHHBIE TEXHOJIOTHH B
npodecCuoHaTBLHON NeATETPHOCTH

VYmenne wucnomb3zoBath HWKT  texHomornu s
00paboTku uHGOpMarmu, 0hOPMIITH Pe3yIbTaThl CBOCH
nesrenpbHocTH Ha [IK myTéMm co3manusi rpaguueckux u
MYJbTUMEIUHHBIX ~ OOBEKTOB. 3HaHME  OCHOBHBIX
METOAOB U CPeACTB 00pabOTKH, XpaHEHUs, Ieperadn u
HakKoIIeHUs MH(opManuy, B TOM YHCIE C IOMOIIBIO
WNuTtepHeT—pecypcos.

OK 6 PaboraTh B KOIJIEKTHBE U B KOMaHAEC,

s¢dekTuBHO 00maThes C

Ymenue 3¢ (eKTUBHO B3aMMOCHCTBOBATh B KOMaH/IE
JUTsL TOCTMKEHHS TIOCTaBJICHHOM 1enu  paboTarh B
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KoOJUIeTaMHu, pyKOBOJCTBOM, HOTpe6I/ITeJ'I$1MI/I

KOJIJIEKTUBE M KOMaHze, 00ecleunBaTh €€ CIIJIOUEHHE,
3¢ (EeKTUBHO OO0MAThCS C KOJUIEraMH, PYKOBOJICTBOM,
NOTPEeOUTEIAMH.

3HaHWE OCHOB OpPraHW3allMOHHO-  YIPaBICHYECKOH
paboOThl ¢ MaJBIMH KOJJICKTUBAMH, POW3BOJICTBEHHON
3TUKH, CIIOCOOOB MUCHMEHHON U YCTHOU
KOMMYHHKAIINH.

OK7 YMeHne CHUCTEeMHO aHAJIM3WPOBATH IIPOM3BOICTBEHHYIO
BpaTL Ha ceO0s OTBETCTBEHHOCTD 3a pa6OTy CUTYyaluIo, BLI6I/IpaTL ONITUMANLHBIHN BapHuaHT PCUICHUA
YJIEHOB KOMAaHJbI MpOGIEMBL.
3HaTh METOIbl OpraHU3alud M  IUIAHUPOBAHMS
(MOXYMHEHHBIX), 32 PE3YIbTAT BBITOMHEHHA MPOU3BOJCTBEHHOH  JIEATEIBLHOCTH CTPYKTYpHOTO
3alaHui OAPA3AEICHUSL.
OK 8 YMmenue paboTtate ¢ HHQOpMANMEH M3 Pa3IMYHBIX
CaMOCTOATENBHO ONPEeNATh 3aJaun UCTOYHUKOB Il TNPHOOPETEHUs] HOBBIX 3HAHUH U
PO ECCHOHAIBHOTO 1 YMEHHUIl,  CaMOCTOSITETIbHO  ONpEeAeIATh  3aJauu
JMYHOCTHOTO PA3BHTHA, 3AHUMATHCA CcOOCTBEHHOTO TPOPECCHOHAIBHOTO W  JIMYHOCTHOTO
caM000pa3oBaHUEM, OCO3HAHHO pasBATHA. 5
3HaHWe  myTed  TOBBILICHHA  €CaMOOOpa30BaHMA,
IUTAHUPOBATH MOBBIICHNE KBTI (DUKALIN
KBaJM(UKALUK, CIIOCOOBI TONMYyYEHHUS M HCIIOIb30BAHUS
HOBBIX 3HAaHWUN W yYMEHHUH IS MPOPEeCCHOHATHLHOTO
CaMOPa3BUTHSL.
OK 9 OpHEHTHPOBATHCS B YCIOBHSX 4aCTOI Hcnonb3oBaHue nepeaoBbIX TEXHOJOTHUI u
. IUTaHUPOBAHUE MIPUMEHEHUS ux B cBoOeH
CMCHBI TCXHOJIOIT'MU B

npodeccuoHaIBHON AeSITEIbHOCTH

npodecCHOHANBHON AEATETbHOCTH.
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